3402
SEEM - ISAE, EHtE#H. RUOELBETOEERFHEHOLER

FE1ARE, BEE - RIIEBRELEHEH CERECRICSEICET S0, EEMITERLESZEENTH> T, EFBEHO—MEERTHLOTEAEL, Ff-, EXLGFREZTMYVFLHLLOTHEHRVEIBECEEL,
F2  ERBRTOBEEERBFEHCOVTIE, ISAEICHRELTET—VERS>EERFEHEREL., SHITHORNGTIEEDAZHHELTEYET, LENVWELT, MAEETHDHLEL - T, EELGICEPEORTOEEEHEHITHRENFELLAVW EEZEBKT SR
TI>AL., hOEERBEHICEHAHLEELHIEBECEZEL,

3 ISAEICH SR TV ST PHOBEEADSREFEAMICEBEH TEEOTVEVRIZTEELLZSL,
T4 TEGRITORERHEH O TRTOEERBREUOBENEET S5S(1CE. RPIESHTIEAXBELLREOACHZKBOXELZLHL. 2EHBLURICESTSLECEAVaEM/LT T (RITOHE, BH. ZAXEFRBHEHOOENET) | LE#HT HICE

EHTEYET,
S AEHEHICIE, ERRIEEBEE (ISAD) 3000 MEEMHBFFROBERFILE1 LN ORIEH] OBRFEFZEMMICEYANTVSEFRAHY ET, BHREFCOVTIE. EXITTREFLTEYVET,

ISAE [Requirement etc] | [Application etc] EiEs [BERBIEE] | (& A E8t] FHBRITOEEEREH

Bidt - IRREFH R B R EHHRES 86 7
SREEB TR D NEREH ORIEREE

ISAE 3402,”Assurance Reports on Controls at a Service Organization” EEEEZESWMEEF 18 %

FRERHBICHRSHH Y R OFEE

Wk 23 412 H 22 A
AALNREF L=
B - RAEEBEES

RACE SERR 16423 A 17 H

Introduction

Application and Other Explanatory Material

(1 FEHOEERUBEK)

(I @REs)

Scope of this ISA

Scope of this ISAE (Ref: Para. 1 and 3)

(1. FiEstoHEE)

(1. FEHOEE) B 1EHRCE 3HSK)

1. This International Standard on Assurance
Engagements (ISAE) deals with assurance
engagements undertaken by a professional
accountant in public practice; to provide a
report for use by user entities and their
auditors on the controls at a service
organization that provides a service to user
entities that is likely to be relevant to user
entities’ internal control as it relates to
financial reporting.

It complements ISA 402, in that reports
prepared in accordance with this ISAE are
capable of providing appropriate evidence
under ISA 402. (Ref: Para. Al)

1 The Code of Ethics standards Boad for
Accountants  defines a  professional
accountant as “an individual who is a member
of an IFAC member body,” and a professional
accountant in  public practice as “a
professional accountant, irrespective of
functional classification (for example, audit,
tax or consulting) in a firm that provides
professional services. This term is also used
to refer to a firm of professional accountants
in public practice.”

2 ISA 402, “Audit Considerations Relating to an
Entity Using a Service Organization.”

Al. Internal control is a process designed to
provide reasonable assurance regarding the
achievement of objectives related to the
reliability of financial reporting, effectiveness
and efficiency of operations and compliance
with applicable laws and regulations.
Controls related to a service organization’s
operations and compliance objectives may be
relevant to a user entity’s internal control as it
relates to financial reporting.

Such controls may pertain to assertions about
presentation and disclosure relating to
account balances, classes of transactions or
disclosures, or may pertain to evidence that
the user auditor evaluates or uses in applying
auditing procedures.

For example, a payroll processing service
organization’s controls related to the timely
remittance of payroll deductions to
government authorities may be relevant to a
user entity as late remittances could incur
interest and penalties that would result in a
liability for the user entity.

Similarly, a service organization’s controls
over the acceptability of investment
transactions from a regulatory perspective
may be considered relevant to a user entity’s
presentation and disclosure of transactions
and account balances in its financial
statements.

The determination of whether controls at a
service organization related to operations and
compliance are likely to be relevant to user
entities’ internal control as it relates to
financial reporting is a matter of professional
judgment, having regard to the control
objectives set by the service organization and
the suitability of the criteria.
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2. The “International Framework for Assurance
Engagements” (the Assurance Framework)
states that an assurance engagement may be a
“reasonable assurance” engagement or a
“limited assurance” engagement; that an
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assurance engagement may be either an
“assertion-based” engagement or a “direct
reporting” engagement; and, that the
assurance conclusion for an assertion-based
engagement can be worded either in terms of
the responsible party’s assertion or directly in
terms of the subject matter and the criteria.s
This ISAE only deals with assertion-based
engagements that convey reasonable
assurance, with the assurance conclusion
worded directly in terms of the subject matter
and the criteria..

3 Assurance Framework, paragraphs 10, 11 and
57.
4 Paragraphs 13 and 52(Kk) of this ISAE.
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3. This ISAE applies only when the service
organization is responsible for, or otherwise
able to make an assertion about, the suitable
design of controls.

This ISAE does not deal with assurance
engagements:

(a) To report only on whether controls at a
service organization operated as described,
or

(b) To report on controls at a service
organization other than those related to a
service that is likely to be relevant to user
entities’ internal control as it relates to
financial reporting (for example, controls
that affect user entities’ production or
quality control).

This ISAE, however, provides some guidance
for such engagements carried out under ISAE
3000.s (Ref: Para. A2)

5 ISAE 3000, “Assurance Engagements Other
than Audits or Reviews of Historical Financial
Information.”

AZ2. The service organization may not be able to
assert that the system is suitably designed
when, for example, the service organization is
operating a system that has been designed by
a user entity or is stipulated in a contract
between a user entity and the service
organization.

Because of the inextricable link between the
suitable design of controls and their operating
effectiveness, the absence of an assertion with
respect to the suitability of design will likely
preclude the service auditor from concluding
that the controls provide reasonable assurance
that the control objectives have been met and
thus from opining on the operating
effectiveness of controls.

As an alternative, the practitioner may choose
to accept an agreed-upon procedures
engagement to perform tests of controls, or an
assurance engagement under ISAE 3000 to
conclude on whether, based on tests of
controls, the controls have operated as
described.
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4. In addition to issuing an assurance report on
controls, a service auditor may also be
engaged to provide reports such as the
following, which are not dealt with in this
ISAE:

(a) A report on a user entity’s transactions or
balances maintained by a service
organization; or

(b) An agreed-upon procedures report on
controls at a service organization.
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Relationship  with Other  Professional
Pronouncements

5. The performance of assurance engagements
other than audits or reviews of historical
financial information requires the service
auditor to comply with ISAE 3000.

ISAE 3000 includes requirements in relation
to such topics as engagement acceptance,
planning, evidence, and documentation that
apply to all assurance engagements, including
engagements in accordance with this ISAE.
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This ISAE expands on how ISAE 3000 is to
be applied in a reasonable assurance
engagement to report on controls at a service
organization.

The Assurance Framework, which defines
and describes the elements and objectives of
an assurance engagement, provides the
context for understanding this ISAE and
ISAE 3000.

6. Compliance with ISAE 3000 requires,
among other things, that the service auditor
comply with the International Federation of
Accountants’ Code of Ethics for Professional
Accountants (IFAC Code), and implement
quality control procedures that are applicable
to the individual engagement.s

6 ISAE 3000, paragraphs 4 and 6.
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Objectives

(2. B8

8. The objectives of the service auditor are:
(a) To obtain reasonable assurance about
whether, in all material respects, based on
suitable criteria:

(i) The service organization’s description
of its system fairly presents the system
as designed and implemented
throughout the specified period (or in
the case of a type 1 report, as at a
specified date);

(ii) The controls related to the control
objectives stated in the service
organization’s description of its system
were suitably designed throughout the
specified period (or in the case of a type
1 report, as at a specified date);

(iii) Where included in the scope of the
engagement, the controls operated
effectively to provide reasonable
assurance that the control objectives
stated in the service organization’s
description of its system were achieved
throughout the specified period.

(b) To report on the matters in (a) above in
accordance with the service auditor’s
findings.
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Definitions (Ref: Para. 9(d) and 9(g))
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9. For purposes of this ISAE, the following
terms have the meanings attributed below:
(a) Carve-out method —

Method of dealing with the services
provided by a subservice organization,
whereby the service organization’s
description of its system includes the
nature of the services provided by a
subservice organization, but that
subservice organization’s relevant control
objectives and related controls are
excluded from the service organization’s
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description of its system and from the
scope of the service auditor’s engagement.
The service organization’s description of
its system and the scope of the service
auditor’s engagement include controls at
the service organization to monitor the
effectiveness of controls at the subservice
organization, which may include the
service organization’s review of an
assurance report on controls at the
subservice organization.

(b) Complementary user entity controls —
Controls that the service organization
assumes, in the design of its service, will
be implemented by user entities, and
which, if necessary to achieve control
objectives stated in the service
organization’s description of its system,
are identified in that description.

(c) Control objective —

The aim or purpose of a particular aspect
of controls. Control objectives relate to
risks that controls seek to mitigate.

(d) Controls at the service organization —
Controls over the achievement of a control
objective that is covered by the service
auditor’s assurance report. (Ref: Para. A3)

(e) Controls at a subservice organization —
Controls at a subservice organization to
provide reasonable assurance about the
achievement of a control objective.

(f) Criteria —

Benchmarks used to evaluate or measure a
subject matter including, where relevant,
benchmarks for presentation and
disclosure.

(9) Inclusive method —

Method of dealing with the services
provided by a subservice organization,
whereby the service organization’s
description of its system includes the
nature of the services provided by a
subservice organization, and that
subservice organization’s relevant control
objectives and related controls are
included in the service organization’s
description of its system and in the scope

A3. The definition of “controls at the service
organization” includes aspects of user
entities” information systems maintained by
the service organization, and may also include
aspects of one or more of the other
components of internal control at a service
organization.

For example, it may include aspects of a
service organization’s control environment,
monitoring, and control activities when they
relate to the services provided.

It does not, however, include controls at a
service organization that are not related to the
achievement of the control objectives stated
in the service organization’s description of its
system, for example, controls related to the
preparation of the service organization’s own
financial statements.

A4. When the inclusive method is used, the
requirements in this ISAE also apply to the
services provided by the subservice
organization, including obtaining agreement
regarding the matters in paragraph
13(b)(i)-(v) as applied to the subservice
organization rather than the service
organization.

Performing procedures at the subservice
organization entails coordination and
communication between the service
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of the service auditor’s engagement. (Ref:
Para. A4)

(h) Internal audit function —

An appraisal activity established or

provided as a service to the service

organization.

Its functions include, amongst other

things, examining, evaluating and

monitoring the adequacy and effectiveness
of internal control.

(i) Internal auditors —

Those individuals who perform the

activities of the internal audit function.

Internal auditors may belong to an internal

audit department or equivalent function.

() Report on the description and design of
controls at a service organization (referred
to in this ISAE as a “type 1 report”) —

A report that comprises:

(i) The service organization’s description
of its system;

(ii) A written assertion by the service
organization that, in all material
respects, and based on suitable criteria:
a. The description fairly presents the

service organization’s system as
designed and implemented as at the
specified date;

b. The controls related to the control
objectives stated in the service
organization’s description of its system
were suitably designed as at the
specified date; and

(iii) A service auditor’s assurance report
that conveys reasonable assurance about
the matters in (ii)a.-b. above.

(k) Report on the description, design and
operating effectiveness of controls at a
service organization (referred to in this
ISAE as a “type 2 report”) —

A report that comprises:

(i) The service organization’s description
of its system;

(ii) A written assertion by the service
organization that, in all material
respects, and based on suitable criteria:
a. The description fairly presents the

service organization’s system as
designed and implemented throughout
the specified period,;

b. The controls related to the control
objectives stated in the service
organization’s description of its system
were suitably designed throughout the
specified period; and

c. The controls related to the control

organization, the subservice organization, and
the service auditor.
The inclusive method generally is feasible only
if the service organization and the subservice
organization are related, or if the contract
between the service organization and the
subservice organization provides for its use.
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objectives stated in the service
organization’s description of its system
operated effectively throughout the
specified period; and
(iii) A service auditor’s assurance report
that:
a. Conveys reasonable assurance about
the matters in (ii)a.-c. above; and
b. Includes a description of the tests of
controls and the results thereof.
() Service auditor —
A professional accountant in public
practice who, at the request of the service
organization, provides an assurance report
on controls at a service organization.
(m) Service organization —
A third-party organization (or segment of
a third-party organization) that provides
services to user entities that are likely to
be relevant to user entities’ internal
control as it relates to financial reporting.
(n) Service organization’s system (or the
system) —
The policies and procedures designed and
implemented by the service organization
to provide user entities with the services
covered by the service auditor’s assurance
report.
The service organization’s description of
its system includes identification of: the
services covered; the period, or in the case
of a type 1 report, the date, to which the
description relates; control objectives; and
related controls.
(o) Service organization’s assertion —
The written assertion about the matters
referred to in paragraph 9(k)(ii) (or
paragraph 9(j)(ii) in the case of a type 1
report).
(p) Subservice organization —
A service organization used by another
service organization to perform some of
the services provided to user entities that
are likely to be relevant to user entities’
internal control as it relates to financial
reporting.
(q) Test of controls —
A procedure designed to evaluate the
operating effectiveness of controls in
achieving the control objectives stated in
the service organization’s description of
its system.
(r) User auditor —
An auditor who audits and reports on the
financial statements of a user entity.
(s) User entity —
An entity that uses a service organization.

7 In the case of a subservice organization, the
service auditor of a service organization that
uses the services of the subservice
organization is also a user auditor.
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Requirements

(I ERFHR)

ISAE 3000

(1. FigstDEF)

10. The service auditor shall not represent
compliance with this ISAE unless the service
auditor has complied with the requirements of
this ISAE and ISAE 3000.

9. ZRESMEANIT. B2 ORIEZEFSITREES 2
AFEEt O BRFIE A2 N CRESF L i b7
WV, ZRESEANL. ENDETANTESF LA
WBR Y | ARFREHCHERL U 7= B 2 (RFEH S B RE
LTIER b0,

Ethical Requirements

Ethical Requirements (Ref: Para. 11)

(2. BXRMEICEEY HE)

(3. MEMBICET HRE) F10ESHE)

11. The service auditor shall comply with
relevant ethical requirements, including those
pertaining to independence, relating to
assurance engagements. (Ref: Para. A5)

Ab5. The service auditor is subject to relevant
independence requirements, which ordinarily
comprise Parts A and B of the IFAC Code
together with national requirements that are
more restrictive.

In performing an engagement in accordance
with this ISAE, the IFAC Code does not
require the service auditor to be independent
from each user entity.

10. ZFESAEEEAE AT, PRAEESE ISR T B M
BRI 2 8E ORSiPEICREET 2 L 052 ETe,)
ZESF L2 5w, (A5 TEBR)

A5, ZRESFLEEA AL, BRI R OIS M IC B
DIREHIHE D, PRALFEG B T 2 REEfmER I B
THREIL, AIEEHIIES S RFEEE O Efiick
W, ZRESHER AP EFESTR LTzt
EARFFT 2 2 EBTR L TR,

29.

29.

(FiEY) ZRtAtERE NIz itattic
LTS MEEZEL T RTIERDS
AN

(B ZRERLEAAORE BT
HOBFELABRAR S, F%
SRS EBT 5 2 L AMES LD 0
T, RSB MTETERIH LT
TR R D LB,

(ISAE 3000)
Quality Control

(ISAE 3000)
Quality Control

(4. REEE) E1NESR)

{ISAE 3000) {ISAE 3000) 11. ZEEAREEAR NIL. Bx ORGEEBICEET S | A6, fllx OXBICBEET L MEEHEOERIZIL, &
6. The practitioner should implement quality | 6. - - - In addition, elements of quality control | #vEEERFHiZEH L2 id7Ze b7z, (A6 H Ef&@ﬁ:&jﬁ‘éé&l TR i F R OV PE . 3289
control procedures that are applicable to ZH) DHHOREFER OEH, EMEEOHRM, #F -

the individual engagement. = - -

that are relevant to an individual engagement
include leadership responsibilities for quality
on the engagement, ethical requirements,

acceptance and continuance of client
relationships and specific engagements,
assignment of engagement teams,

engagement performance, and monitoring.

AR, BRI M OV, EBOFENE, I N AL E
BOVAT LOERNEEND,

Par
ﬁ

Management and Those Charged with
Governance

Management and Those Charged with
Governance (Ref: Para. 12)

(4. REERUVEERS)

(5. REERUVEERS%) (F12RER)

12. Where this ISAE requires the service auditor
to inquire of, request representations from,
communicate with, or otherwise interact with
the service organization, the service auditor
shall determine the appropriate person(s)
within the service organization’s management
or governance structure with whom to
interact.

This shall include consideration of which
person(s) have the appropriate responsibilities
for and knowledge of the matters concerned.
(Ref: Para. A6)

A6. Management and governance structures
vary by jurisdiction and by entity, reflecting
influences such as different cultural and legal
backgrounds, and size and ownership
characteristics.

Such diversity means that it is not possible for
this ISAE to specify for all engagements the
person(s) with whom the service auditor is to
interact regarding particular matters.

For example, the service organization may be
a segment of a third-party organization and
not a separate legal entity.

In such cases, identifying the appropriate
management personnel or those charged with
governance from whom to request written
representations may require the exercise of
professional judgment.

12. ZRESHEE AN, KIESHIASX | %5t
okt UCTER, REFEHEREOKE, 2Ia=
r—a VETOHE, SRSt oEE ., UL,
EEERE LILEERESIEAEZEES (LT,
EAAE LITEAES VIEARESY [BEA
FTE LW D) ORI LTT D ORI
Wr L7z iuid e 67evy, St A T, fER
FIE KT DU R B & ik AT D 1D
FEELTC, ZOHEETORITNIE R bR,
(A7 TES M)

AT, R & REFTROMIEIR, 57 5 U R OER
IR R, M ONT BT A ME O R D 3B & X
WL T, ERMREICL > THRAY TH D,

DX IRBRRMENIAET D72, ZREREE
BEAPRFEOFHICAL THICH L TaIa=s
= a VAT NED AREHIRBNT, AT
DEBITH L THET 2 Z LIEIATRETH D, B
ZIX, st BAO—HMTHLZLbdH
LN, BREOBENEZLZ L DD, DXk
e, REAMREOEEL & L Tl R E A
ZRET DB, BEERMHME L L ToHl %
HI22E0b5,

Acceptance and Continuance

Acceptance and Continuance

(5. REEFEBRNOFHROMERUVES)

(6. REIXBRNOFHROMREUVES)

13. Before agreeing to accept, or continue, an
engagement the service auditor shall;

{ISAE 3000)

9. The practitioner should accept (or continue
where applicable) an assurance
engagement only if the practitioner is
satisfied that those persons who are to
perform the engagement collectively
possess  the  necessary  professional
competencies.

13, ZAESHEEEA AT, TRAEFEFSHK O BR O
XITEH ORI, LT Z2ATORIT R bk,
ZRESHEANIL, LU 2% LA RIS R T
EIRWVIEEITIR, TRAEFEF T 2 BT RERE X3
FH LTI b0,
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(a) Determine whether:

(i) The service auditor has the capabilities
and competence to perform the
engagement; (Ref: Para. A7)

(ii) The criteria to be applied by the
service organization to prepare the
description of its system will be suitable
and available to user entities and their
auditors; and

(iii) The scope of the engagement and the
service organization’s description of its
system will not be so limited that they
are unlikely to be useful to user entities
and their auditors.

{ISAE 3000}

8. The practitioner should accept (or continue
where applicable) an assurance
engagement only if, on the basis of a
preliminary knowledge of the engagement
circumstances, nothing comes to the
attention of the practitioner to indicate
that the requirements of the IESBA Code
or of the ISAEs will not be satisfied. = - -

(b) Obtain the agreement of the service
organization that it acknowledges and
understands its responsibility:

(i) For the preparation of the description
of its system, and accompanying service
organization’s assertion, including the
completeness, accuracy and method of
presentation of that description and
assertion; (Ref: Para. A8)

(ii) To have a reasonable basis for the
service organization’s assertion
accompanying the description of its
system; (Ref: Para. A9)

(i) For stating in the service
organization’s assertion the criteria it
used to prepare the description of its
system;

(iii) For stating in the description of its
system:;

a. The control objectives; and,

b. Where they are specified by law or
regulation, or another party (for
example, a user group or a
professional body), the party who
specified them;

(iv) For identifying the risks that threaten
achievement of the control objectives
stated in the description of its system,
and designing and implementing
controls to provide reasonable assurance
that those risks will not prevent
achievement of the control objectives
stated in the description of its system,
and therefore that the stated control

Capabilities and Competence to Perform the
Engagement (Ref: Para. 13(a)(i))

AT. Relevant capabilities and competence to
perform the engagement include matters such
as the following:
= Knowledge of the relevant industry;
= An understanding of information
technology and systems;

= Experience in evaluating risks as they
relate to the suitable design of controls;
and

= Experience in the design and execution of
tests of controls and the evaluation of the
results.

Service Organization’s Assertion (Ref: Para.

13(b)(i)

A8. Refusal, by a service organization, to
provide a written assertion, subsequent to an
agreement by the service auditor to accept, or
continue, an engagement, represents a scope
limitation that causes the service auditor to
withdraw from the engagement.

If law or regulation does not allow the service
auditor to withdraw from the engagement, the
service auditor disclaims an opinion.

Reasonable Basis for Service Organization’s
Assertion (Ref: Para. 13(b)(ii))

A9. In the case of a type 2 report, the service
organization’s assertion includes a statement
that the controls related to the control
objectives stated in the service organization’s
description of its system operated effectively
throughout the specified period.

This assertion may be based on the service
organization’s monitoring activities.
Monitoring of controls is a process to assess
the effectiveness of controls over time.

It involves assessing the effectiveness of
controls on a timely basis, identifying and
reporting deficiencies to appropriate
individuals within the service organization,
and taking necessary corrective actions.

The service organization accomplishes
monitoring of controls through ongoing
activities, separate evaluations, or a
combination of both.

The greater the degree and effectiveness of
ongoing monitoring activities, the less need
for separate evaluations.

Ongoing monitoring activities are often built
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objectives will be achieved; and (Ref:

Para. A10)

(v) To provide the service auditor with:

a. Access to all information, such as
records, documentation and other
matters, including service level
agreements, of which the service
organization is aware that is relevant to
the description of the service
organization’s system and the
accompanying service organization’s
assertion;

b. Additional information that the
service auditor may request from the
service organization for the purpose of
the assurance engagement; and

¢. Unrestricted access to persons within
the service organization from whom
the service auditor determines it
necessary to obtain evidence.

into the normal recurring activities of a
service organization and include regular
management and supervisory activities.
Internal auditors or personnel performing
similar functions may contribute to the
monitoring of a service organization’s
activities.

Monitoring activities may also include using
information communicated by external
parties, such as customer complaints and
regulator comments, which may indicate
problems or highlight areas in need of
improvement.

The fact that the service auditor will report on
the operating effectiveness of controls is not a
substitute for the service organization’s own
processes to provide a reasonable basis for its
assertion.

Identification of Risks (Ref: Para. 13(b)(iv))

A10. As noted in paragraph 9(c), control
objectives relate to risks that controls seek to
mitigate.

For example, the risk that a transaction is
recorded at the wrong amount or in the wrong
period can be expressed as a control objective
that transactions are recorded at the correct
amount and in the correct period.

The service organization is responsible for
identifying the risks that threaten achievement
of the control objectives stated in the
description of its system.

The service organization may have a formal
or informal process for identifying relevant
risks.

A formal process may include estimating the
significance of identified risks, assessing the
likelihood of their occurrence, and deciding
about actions to address them.

However, since control objectives relate to
risks that controls seek to mitigate, thoughtful
identification of control objectives when
designing and implementing the service
organization’s system may itself comprise an
informal process for identifying relevant
risks.
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() REERFBHRMEWDIER)

(ISA 210)
10. Subject to paragraph 11, the agreed terms of
the audit engagement shall be recorded in an
audit engagement letter or other suitable form of
written agreement = -+ -

14. ZEEEENL. B ISHTAB L FHES
b, et BB LI RARET 0L R L
TRAEEG RN E L Lttt & OB CER L7221
x5 7a0,

Acceptance of a Change in the Terms of the
Engagement

Acceptance of a Change in the Terms of the
Engagement (Ref: Para. 14)

(2) REAEXRBORPHEKOEEDZEE)

(6) REAEBOZHMEHOEEDRH) (F 15 1”
2R)

14. If the service organization requests a change
in the scope of the engagement before the
completion of the engagement, the service
auditor shall be satisfied that there is a
reasonable justification for the change. (Ref:
Para. A11-A12)

Al1l. A request to change the scope of the
engagement may not have a reasonable
justification when, for example, the request is
made to exclude certain control objectives
from the scope of the engagement because of
the likelihood that the service auditor’s

15. ZREStEEEA NI, RAEEBOK TR, ¥£5
ONFEEETTHZ L EZitatth b iEE I
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MDHENO T NIER S0, (A12 THM D Al4 18
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opinion would be modified; or the service
organization will not provide the service
auditor with a written assertion and the
request is made to perform the engagement
under ISAE 3000.

Al2. A request to change the scope of the
engagement may have a reasonable
justification when, for example, the request is
made to exclude from the engagement a
subservice organization when the service
organization cannot arrange for access by the
service auditor, and the method used for
dealing with the services provided by that
subservice organization is changed from the
inclusive method to the carve-out method.

SNLHHERENRD D,

AL3. —J7, PRAFEH OB OE T OEFEICIEY /2Bl
HRHLZ 08355, HlzIiX, Zitatrnzits
HEENC L 2HZRASE~OT 722220 T
HZEStoABEE/ LN WEAIC, RIEEE
DOFH L FHZ R ZRI L, YEHZieatt
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ERTIHEFEEZTDGEEREND D,
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FIZBT D240 b ORIEIC T, AEREES
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BRRIRGEZERS > O IR E IR ER ~E H 5 2 K
bEEND,

{ISAE 3000}
Planning and Performing the Engagement

(6. RIXBOFE LR

(7. REIXBOFE & RHME) (5516 AMHH 181/
SH)

{ISAE 3000}

12. The practitioner should plan the
engagement so that it will be performed
effectively.

{ISAE 3000}

12. - --Planning involves developing an overall
strategy for the scope, emphasis, timing and
conduct of the engagement, and an engagement
plan, consisting of a detailed approach for the
nature, timing and extent of evidence gathering
procedures to be performed and the reasons for
selecting them. Adequate planning helps to
devote appropriate attention to important areas
of the engagement, identify potential problems
on a timely basis and properly organize and
manage the engagement in order for it to be
performed in an effective and efficient manner.
Adequate planning also assists the practitioner
to properly assign work to engagement team
members, and facilitates their direction and
supervision and the review of their work.
Further, it assists, where applicable, the
coordination of work done by other practitioners
and experts.

{ISAE 3000)

12. - - - The nature and extent of planning
activities will vary with the engagement
circumstances, for example the size and
complexity of the entity and the practitioner’s
previous experience with it. Examples of the
main matters to be considered include:
* The terms of the engagement.
» The characteristics of the subject matter and
the identified criteria.
» The engagement process and possible sources
of evidence.
 The practitioner’s understanding of the entity
and its environment, including the risks that the
subject matter information may be materially
misstated.
* lIdentification of intended users and their
needs, and consideration of materiality and the
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components of assurance engagement risk.

e Personnel and expertise requirements,
including the nature and extent of experts’
involvement.

{ISAE 3000)

13. Planning is not a discrete phase, but rather a
continual and iterative process throughout the
engagement. As a result of unexpected events,
changes in conditions, or the evidence obtained
from the results of evidence-gathering
procedures, the practitioner may need to revise
the overall strategy and engagement plan, and
thereby the resulting planned nature, timing and
extent of further procedures.

AL7. PRFEEB OFHI, EHHIFIChZ 0T 5
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CHHEZBETOIMLENECDLZ ERH D,

{ISAE 3000}

14. The practitioner should plan and perform
an engagement with an attitude of
professional skepticism recognizing that
circumstances may exist that cause the
subject matter information to be materially
misstated. = - -

{ISAE 3000}

14. - - - An attitude of professional skepticism
means the practitioner makes a critical
assessment, with a questioning mind, of the
validity of evidence obtained and is alert to
evidence that contradicts or brings into question
the reliability of documents or representations
by the responsible party.
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{ISAE 3000)

15. The practitioner should obtain an
understanding of the subject matter and
other engagement circumstances, sufficient to
identify and assess the risks of the subject
matter  information  being  materially
misstated, and sufficient to design and
perform further evidence-gathering
procedures.

{ISAE 3000)

16. Obtaining an understanding of the subject
matter and other engagement circumstances is
an essential part of planning and performing an
assurance engagement. That understanding
provides the practitioner with a frame of
reference for exercising professional judgment
throughout the engagement, for example when:

« Considering the characteristics of the subject
matter;

* Assessing the suitability of criteria;

« ldentifying where special consideration may
be necessary, for example factors indicative of
fraud, and the need for specialized skills or the
work of an expert;

» Establishing and evaluating the continued
appropriateness of quantitative materiality levels
(where appropriate), and considering qualitative
materiality factors;

» Developing expectations for use when
performing analytical procedures;

e Designing and performing  further
evidence-gathering  procedures to reduce
assurance engagement risk to an appropriate
level; and

e Evaluating evidence, including the
reasonableness of the responsible party’s oral
and written representations.
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Assessing the Suitability of the Criteria

€(1) FREE D )14 DT

15. As required by ISAE 3000, the service
auditor shall assess whether the service
organization has used suitable criteria in
preparing the description of its system, in
evaluating whether controls are suitably
designed, and, in the case of a type 2 report,
in evaluating whether controls are operating
effectively.s
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¢ ISAE 3000, paragraph 19
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16. In assessing the suitability of the criteria to
evaluate the service organization’s description
of its system, the service auditor shall
determine if the criteria encompass, at a
minimum:

(a) Whether the description presents how the
service organization’s system was
designed and implemented, including, as
appropriate:

(i) The types of services provided,
including, as appropriate, classes of
transactions processed,

(ii) The procedures, within both
information technology and manual
systems, by which services are
provided, including, as appropriate,
procedures by which transactions are
initiated, recorded, processed, corrected
as necessary, and transferred to the
reports and other information prepared
for user entities;

(iii) The related records and supporting
information, including, as appropriate,
accounting records, supporting
information and specific accounts that
are used to initiate, record, process and
report transactions;
this includes the correction of incorrect
information and how information is
transferred to the reports and other
information prepared for user entities;

(iv) How the service organization’s
system deals with significant events and
conditions, other than transactions;

(v) The process used to prepare reports
and other information for user entities;

(vi) The specified control objectives and
controls designed to achieve those
objectives;

(vii) Complementary user entity controls
contemplated in the design of the
controls; and

(viii) Other aspects of the service
organization’s control environment, risk
assessment process, information system
(including the related business
processes) and communication, control
activities and monitoring controls that
are relevant to the services provided.

(b) In the case of a type 2 report, whether the
description includes relevant details of
changes to the service organization’s
system during the period covered by the
description.

(c) Whether the description omits or
distorts information relevant to the scope
of the service organization’s system being
described, while acknowledging that the
description is prepared to meet the
common needs of a broad range of user
entities and their auditors and may not,
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therefore, include every aspect of the
service organization’s system that each
individual user entity and its auditor may
consider important in its particular
environment.

17. In assessing the suitability of the criteria to
evaluate the design of controls, the service
auditor shall determine if the criteria
encompass, at a minimum, whether:

(a) The service organization has identified
the risks that threaten achievement of the
control objectives stated in the description
of its system; and

(b) The controls identified in that description
would, if operated as described, provide
reasonable assurance that those risks do
not prevent the stated control objectives
from being achieved.
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18. In assessing the suitability of the criteria to
evaluate the operating effectiveness of
controls in providing reasonable assurance
that the stated control objectives identified in
the description will be achieved, the service
auditor shall determine if the criteria
encompass, at a minimum, whether the
controls were consistently applied as designed
throughout the specified period.

This includes whether manual controls were
applied by individuals who have the
appropriate competence and authority. (Ref:
Para. A13-A15)

Assessing the Suitability of the Criteria (Ref:
Para. 15-18)

Al3. Criteria need to be available to the
intended users to allow them to understand
the basis for the service organization’s
assertion about the fair presentation of its
description of the system, the suitability of the
design of controls and, in the case of a type 2
report, the operating effectiveness of the
controls related to the control objectives.

Al14. ISAE 3000 requires the service auditor,
among other things, to assess the suitability of
criteria, and the appropriateness of the subject
matter...

The subject matter is the underlying condition
of interest to intended users of an assurance
report.

The following table identifies the subject
matter and minimum criteria for each of the
opinions in type 2 and type 1 reports.

12 ISAE 3000, paragraphs 18-19.

£1IRRZSHR,

A15. Paragraph 16(a) identifies a number of
elements that are included in the service
organization’s description of its system as
appropriate.

These elements may not be appropriate if the
system being described is not a system that
processes transactions, for example, if the
system relates to general controls over the
hosting of an IT application but not the
controls embedded in the application itself.
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Materiality

Materiality (Ref: Para. 19 and 54)
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19. When planning and performing the
engagement, the service auditor shall consider
materiality with respect to the fair
presentation of the description, the suitability

Al6. In an engagement to report on controls at a
service organization, the concept of
materiality relates to the system being
reported on, not the financial statements of
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of the design of controls and, in the case of a
type 2 report, the operating effectiveness of
controls. (Ref: Para. A16-A18)

user entities.

The service auditor plans and performs
procedures to determine whether the service
organization’s description of its system is
fairly presented in all material respects,
whether controls at the service organization
are suitably designed in all material respects
and, in the case of a type 2 report, whether
controls at the service organization are
operating effectively in all material respects.
The concept of materiality takes into account
that the service auditor’s assurance report
provides information about the service
organization’s system to meet the common
information needs of a broad range of user
entities and their auditors who have an
understanding of the manner in which that
system has been used.

Al7. Materiality with respect to the fair
presentation of the service organization’s
description of its system, and with respect to
the design of controls, includes primarily the
consideration of qualitative factors, for
example: whether the description includes the
significant aspects of processing significant
transactions;
whether the description omits or distorts
relevant information; and the ability of
controls, as designed, to provide reasonable
assurance that control objectives would be
achieved.

Materiality with respect to the service
auditor’s opinion on the operating
effectiveness of controls includes the
consideration of both quantitative and
qualitative factors, for example, the tolerable
rate and observed rate of deviation (a
guantitative matter), and the nature and cause
of any observed deviation (a qualitative
matter).

A18. The concept of materiality is not applied
when disclosing, in the description of the tests
of controls, the results of those tests where
deviations have been identified.

This is because, in the particular
circumstances of a specific user entity or user
auditor, a deviation may have significance
beyond whether or not, in the opinion of the
service auditor, it prevents a control from
operating effectively.

For example, the control to which the
deviation relates may be particularly
significant in preventing a certain type of
error that may be material in the particular
circumstances of a user entity’s financial
statements.
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Obtaining an Understanding of the Service
Organization’s System

Obtaining an Understanding of the Service
Organization’s System (Ref: Para. 20)
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20. The service auditor shall obtain an
understanding of the service organization’s
system, including controls that are included in

A19. Obtaining an understanding of the service
organization’s system, including controls,
included in the scope of the engagement,
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the scope of the engagement. (Ref: Para.
A19-A20)

assists the service auditor in:
= Identifying the boundaries of that system,
and how it interfaces with other systems.

Assessing whether the service

organization’s description fairly presents

the system that has been designed and
implemented.

Determining which controls are necessary
to achieve the control objectives stated in
the service organization’s description of its

system.

= Assessing whether controls were suitabl

designed.

= Assessing, in the case of a type 2 report,

whether controls were operating
effectively.

y

A20. The service auditor’s procedures to obtain
this understanding may include:

Inquiring of those within the service
organization who, in the service auditor

'S

judgment, may have relevant information.

Observing operations and inspecting

documents, reports, printed and electronic

records of transaction processing.
Inspecting a selection of agreements

between the service organization and user

entities to identify their common terms.
Reperforming control procedures.
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17. To obtain reasonable assurance, the auditor
shall obtain sufficient appropriate audit
evidence to reduce audit risk to an acceptably
low level and thereby enable the auditor to draw
reasonable conclusions on which to base the
auditor’s opinion.
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Description Description (Ref: Para. 21-22) 2]18R)

21. The service auditor shall obtain and read the
service organization’s description of its
system, and shall evaluate whether those
aspects of the description included in the
scope of the engagement are fairly presented,
including whether: (Ref: Para. A21-A22)

(a) Control objectives stated in the service
organization’s description of its system are
reasonable in the circumstances; (Ref:
Para. A23)

(b) Controls identified in that description
were implemented;

(c) Complementary user entity controls, if
any, are adequately described; and

(d) Services performed by a subservice
organization, if any, are adequately
described, including whether the inclusive
method or the carve-out method has been
used in relation to them.

A21. Considering the following questions may
assist the service auditor in determining
whether those aspects of the description
included in the scope of the engagement are
fairly presented in all material respects:

Does the description address the major
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aspects of the service provided (within the
scope of the engagement) that could
reasonably be expected to be relevant to the
common needs of a broad range of user
auditors in planning their audits of user
entities’ financial statements?

* Is the description prepared at a level of

detail that could reasonably be expected to
provide a broad range of user auditors with
sufficient information to obtain an
understanding of internal control in
accordance with ISA 315?.

The description need not address every
aspect of the service organization’s
processing or the services provided to user
entities, and need not be so detailed as to
potentially allow a reader to compromise
security or other controls at the service
organization.

* Is the description prepared in a manner that

does not omit or distort information that
may affect the common needs of a broad
range of user auditors’ decisions, for
example, does the description contain any
significant omissions or inaccuracies in
processing of which the service auditor is
aware?

Where some of the control objectives
stated in the service organization’s
description of its system have been
excluded from the scope of the
engagement, does the description clearly
identify the excluded objectives?

Have the controls identified in the
description been implemented?

Are complementary user entity controls, if
any, described adequately?

In most cases, the description of control
objectives is worded such that the control
objectives are capable of being achieved
through effective operation of controls
implemented by the service organization
alone.

In some cases, however, the control
objectives stated in the service
organization’s description of its system
cannot be achieved by the service
organization alone because their
achievement requires particular controls to
be implemented by user entities.

This may be the case where, for example,
the control objectives are specified by a
regulatory authority.

When the description does include
complementary user entity controls, the
description separately identifies those
controls along with the specific control
objectives that cannot be achieved by the
service organization alone.

If the inclusive method has been used, does
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the description separately identify controls
at the service organization and controls at
the subservice organization?

If the carve-out method is used, does the
description identify the functions that are
performed by the subservice organization?
When the carve-out method is used, the
description need not describe the detailed
processing or controls at the subservice
organization.

14 I1SA 315, “Identifying and Assessing Risks of
Material Misstatement through Understanding
the Entity and Its Environment.”

A22. The service auditor’s procedures to
evaluate the fair presentation of the

de

scription may include:

Considering the nature of user entities and
how the services provided by the service
organization are likely to affect them, for
example, whether user entities are from a
particular industry and whether they are
regulated by government agencies.

» Reading standard contracts, or standard

terms of contracts, (if applicable) with user
entities to gain an understanding of the
service organization’s contractual
obligations.

Observing procedures performed by service
organization personnel.

Reviewing the service organization’s
policy and procedure manuals and other
systems documentation, for example,
flowcharts and narratives.

A23. Paragraph 21(a) requires the service

au

ditor to evaluate whether the control

objectives stated in the service organization’s

de

scription of its system are reasonable in the

circumstances.
Considering the following questions may
assist the service auditor in this evaluation:

Have the stated control objectives been
designated by the service organization or by
outside parties such as a regulatory
authority, a user group, or a professional
body that follows a transparent due
process?

Where the stated control objectives have
been specified by the service organization,
do they relate to the types of assertions
commonly embodied in the broad range of
user entities’ financial statements to which
controls at the service organization could
reasonably be expected to relate?

Although the service auditor ordinarily will

not be able to determine how controls at a
service organization specifically relate to
the assertions embodied in individual user
entities’ financial statements, the service
auditor’s understanding of the nature of the
service organization’s system, including
controls, and services being provided is
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o FROGE, lhEIL, FZitatto R
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used to identify the types of assertions to
which those controls are likely to relate.

= Where the stated control objectives have
been specified by the service organization,
are they complete?
A complete set of control objectives can
provide a broad range of user auditors with
a framework to assess the effect of controls
at the service organization on the assertions
commonly embodied in user entities’
financial statements.

Ll S U7 HEH) B B &2 2 RER AR R E LT
B Hel B A AR 2,

MARER 728 B AL, SZRER O PERHLHI 23
LAt OWMBRERICBE T 27— a i
G2 o E T 2720 DA A | TRHIH
DOEFEEAEENS LTRIT 52 LT
Do

b={11[3

%

S

22. The service auditor shall determine, through
other procedures in combination with
inquiries, whether the service organization’s
system has been implemented.

Those other procedures shall include
observation, and inspection of records and
other documentation, of the manner in which
the service organization’s system operates
and controls are applied. (Ref: Para. A24)

A24. The service auditor’s procedures to
determine whether the service organization’s
system has been implemented may be similar
to, and performed in conjunction with,
procedures to obtain an understanding of that
system.

They may also include tracing items through
the service organization’s system and, in the
case of a type 2 report, specific inquiries
about changes in controls that were
implemented during the period.

Changes that are significant to user entities or
their auditors are included in the description
of the service organization’s system.
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Obtaining Evidence Regarding Design of
Controls

Obtaining Evidence Regarding Design of
Controls (Ref: Para. 23 and 28(b))
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() WE#HHO TS VIZET HAEROAT) (5
BERUEBEQ) SR

23. The service auditor shall determine which of
the controls at the service organization are
necessary to achieve the control objectives
stated in the service organization’s description
of its system, and shall assess whether those
controls were suitably designed.

This determination shall include: (Ref: Para.
A25-A27)

(a) Identifying the risks that threaten the
achievement of the control objectives
stated in the service organization’s
description of its system; and

(b) Evaluating the linkage of controls
identified in the service organization’s
description of its system with those risks.

A25. From the viewpoint of a user entity or a
user auditor, a control is suitably designed if,
individually or in combination with other
controls, it would, when complied with
satisfactorily, provide reasonable assurance
that material misstatements are prevented, or
detected and corrected.

A service organization or a service auditor,
however, is not aware of the circumstances at
individual user entities that would determine
whether or not a misstatement resulting from
a control deviation is material to those user
entities.

Therefore, from the viewpoint of a service
auditor, a control is suitably designed if,
individually or in combination with other
controls, it would, when complied with
satisfactorily, provide reasonable assurance
that control objectives stated in the service
organization’s description of its system are
achieved.

A26. A service auditor may consider using
flowcharts, questionnaires, or decision tables
to facilitate understanding the design of the
controls.

A27. Controls may consist of a number of
activities directed at the achievement of a
control objective.

Consequently, if the service auditor evaluates
certain activities as being ineffective in
achieving a particular control objective, the
existence of other activities may allow the
service auditor to conclude that controls
related to the control objective are suitably
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designed.

Obtaining Evidence Regarding Operating

Effectiveness of Controls

Obtaining Evidence Regarding Operating
Effectiveness of Controls

Assessing Operating Effectiveness (Ref: Para.
24)

(Q) MEHHOERRROANEICET RO
AF)

(@) MEpEH DERKREDOHMEICET HFEHRND
AF)

(GERRREOFEEDFME) (55 29 BS]R)

24. When providing a type 2 report, the service
auditor shall test those controls that the
service auditor has determined are necessary
to achieve the control objectives stated in the
service organization’s description of its
system, and assess their operating
effectiveness throughout the period.
Evidence obtained in prior engagements
about the satisfactory operation of controls in
prior periods does not provide a basis for a

reduction in testing, even if it is supplemented

with evidence obtained during the current
period. (Ref: Para. A28-A32)

A28. From the viewpoint of a user entity or a
user auditor, a control is operating effectively
if, individually or in combination with other
controls, it provides reasonable assurance that
material misstatements, whether due to fraud
or error, are prevented, or detected and
corrected.

A service organization or a service auditor,
however, is not aware of the circumstances at
individual user entities that would determine
whether a misstatement resulting from a
control deviation had occurred and, if so,
whether it is material.

Therefore, from the viewpoint of a service
auditor, a control is operating effectively if,
individually or in combination with other
controls, it provides reasonable assurance that
control objectives stated in the service
organization’s description of its system are
achieved.

Similarly, a service organization or a service
auditor is not in a position to determine
whether any observed control deviation
would result in a material misstatement from
the viewpoint of an individual user entity.

A29. Obtaining an understanding of controls
sufficient to opine on the suitability of their
design is not sufficient evidence regarding
their operating effectiveness, unless there is
some automation that provides for the
consistent operation of the controls as they
were designed and implemented.

For example, obtaining information about the
implementation of a manual control at a point
in time does not provide evidence about
operation of the control at other times.
However, because of the inherent consistency
of IT processing, performing procedures to
determine the design of an automated control,
and whether it has been implemented, may
serve as evidence of that control’s operating
effectiveness, depending on the service
auditor’s assessment and testing of other
controls, such as those over program changes.

A30. To be useful to user auditors, a type 2
report ordinarily covers a minimum period of
six months.

If the period is less than six months, the
service auditor may consider it appropriate to
describe the reasons for the shorter period in
the service auditor’s assurance report.
Circumstances that may result in a report
covering a period of less than six months
include when
(a) the service auditor is engaged close to the
date by which the report on controls is to
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be issued;

(b) the service organization (or a particular
system or application) has been in
operation for less than six months; or

(c) significant changes have been made to the
controls and it is not practicable either to
wait six months before issuing a report or
to issue a report covering the system both
before and after the changes.

A31. Certain control procedures may not leave

evidence of their operation that can be tested
at a later date and, accordingly, the service
auditor may find it necessary to test the
operating effectiveness of such control
procedures at various times throughout the
reporting period.

A32. The service auditor provides an opinion on

the operating effectiveness of controls
throughout each period, therefore, sufficient
appropriate evidence about the operation of
controls during the current period is required
for the service auditor to express that opinion.
Knowledge of deviations observed in prior
engagements may, however, lead the service
auditor to increase the extent of testing during
the current period.
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25. When designing and performing tests of
controls, the service auditor shall:
(a) Perform other procedures in combination
with inquiry to obtain evidence about:
(i) How the control was applied,;
(ii) The consistency with which the
control was applied; and
(iii) By whom or by what means the
control was applied;
(b) Determine whether controls to be tested
depend upon other controls (indirect

controls) and, if so, whether it is necessary

to obtain evidence supporting the
operating effectiveness of those indirect
controls; and (Ref: Para. A33-A34)

(c) Determine means of selecting items for
testing that are effective in meeting the
objectives of the procedure. (Ref: Para.
A35-A36)

Testing of Indirect Controls (Ref: Para. 25(b))

A33. In some circumstances, it may be

necessary to obtain evidence supporting the
effective operation of indirect controls.

For example, when the service auditor
decides to test the effectiveness of a review of
exception reports detailing sales in excess of
authorized credit limits, the review and
related follow up is the control that is directly
of relevance to the service auditor.

Controls over the accuracy of the information
in the reports (for example, the general IT
controls) are described as “indirect” controls.

A34. Because of the inherent consistency of IT

processing, evidence about the
implementation of an automated application
control, when considered in combination with
evidence about the operating effectiveness of
the service organization’s general controls (in
particular, change controls), may also provide
substantial evidence about its operating
effectiveness.

Means of Selecting Items for Testing (Ref: Para.

25(c) and 27)

A35. The means of selecting items for testing

available to the service auditor are:
(a) Selecting all items (100% examination).
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This may be appropriate for testing controls
that are applied infrequently, for example,
quarterly, or when evidence regarding
application of the control makes 100%
examination efficient;

(b) Selecting specific items.
This may be appropriate where 100%
examination would not be efficient and
sampling would not be effective, such as
testing controls that are not applied
sufficiently frequently to render a large
population for sampling, for example,
controls that are applied monthly or
weekly; and

(c) Sampling.
This may be appropriate for testing controls
that are applied frequently in a uniform
manner and which leave documentary
evidence of their application.

A36. While selective examination of specific
items will often be an efficient means of
obtaining evidence, it does not constitute
sampling.

The results of procedures applied to items
selected in this way cannot be projected to the
entire population; accordingly, selective
examination of specific items does not
provide evidence concerning the remainder of
the population.

Sampling, on the other hand, is designed to
enable conclusions to be drawn about an
entire population on the basis of testing a
sample drawn from it.
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26. When determining the extent of tests of
controls, the service auditor shall consider
matters including the characteristics of the
population to be tested, which includes the
nature of controls, the frequency of their
application (for example, monthly, daily, a
number of times per day), and the expected
rate of deviation.
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Sampling

LIPS

27. When the service auditor uses sampling, the
service auditor shall: (Ref: Para. A35-A36)

(a) Consider the purpose of the procedure
and the characteristics of the population
from which the sample will be drawn
when designing the sample;

(b) Determine a sample size sufficient to
reduce sampling risk to an appropriately
low level;

(c) Select items for the sample in such a way
that each sampling unit in the population
has a chance of selection;

(d) If a designed procedure is not applicable
to a selected item, perform the procedure
on a replacement item; and

(e) If unable to apply the designed
procedures, or suitable alternative
procedures, to a selected item, treat that
item as a deviation.
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Nature and Cause of Deviations

(RBEDAR ERE)

28. The service auditor shall investigate the
nature and cause of any deviations identified
and shall determine whether:

(a) Identified deviations are within the
expected rate of deviation and are
acceptable;
therefore, the testing that has been
performed provides an appropriate basis
for concluding that the control is operating
effectively throughout the specified
period;

(b) Additional testing of the control or of
other controls is necessary to reach a
conclusion on whether the controls
relative to a particular control objective
are operating effectively throughout the
specified period; or (Ref: Para. A25)

(c) The testing that has been performed
provides an appropriate basis for
concluding that the control did not operate
effectively throughout the specified
period.
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29. In the extremely rare circumstances when
the service auditor considers a deviation
discovered in a sample to be an anomaly and
no other controls have been identified that
allow the service auditor to conclude that the
relevant control objective is operating
effectively throughout the specified period,
the service auditor shall obtain a high degree
of certainty that such deviation is not
representative of the population.

The service auditor shall obtain this degree of
certainty by performing additional procedures
to obtain sufficient appropriate evidence that
the deviation does not affect the remainder of
the population.

34. ZRESHEAENIT. VT ONWTHRALE
Wiz FINNERTH D L& 2 DD TR
IZFRWT, B S B AR ERIRIZ 72 0
FERENTWE LRI A2 DT AON
ERAEHI A ER B S A7y & & IX. YRS R
ERFBL TRV E WS Y IZEVLFEE 721
iEZe B, ZOHAICIE, ZrtatER AT,
ZOBMMATE Y OREMICEEL KT S RN En
I+ oo Y AR FELE AT 5 72 D OB MEY e
T & EHE L 722 T iR Ze 720,

{ISAE 3000)
Using the Work of an Expert

(8. EFMRDEXHBOFMA)

(12. EMROEXHBOFA)

(1) FMROEBHOFA)

((1) REEEFHROEMH) (5535 /SR

{ISAE 3000}

26. When the work of an expert is used in the
collection and evaluation of evidence, the
practitioner and the expert should, on a
combined basis, possess adequate skill and
knowledge regarding the subject matter and
the criteria for the practitioner to determine
that sufficient appropriate evidence has been
obtained.

(I1SA 620)

Al1l. An auditor’s internal expert may be a
partner or staff, including temporary staff, of the
auditor’s firm, and therefore subject to the
quality control policies and procedures of that
firm in accordance with ISQC 1 or national
requirements that are at least as demanding.
Alternatively, an auditor’s internal expert may
be a partner or staff, including temporary staff,
of a network firm, which may share common
quality control policies and procedures with the
auditor’s firm.

I1SA 620)

Al12. An auditor’s external expert is not a
member of the engagement team and is not
subject to quality control policies and
procedures in accordance with ISQC 1. In some
jurisdictions, however, law or regulation may
require that an auditor’s external expert be
treated as a member of the engagement team,

35. ZAEEIEA A, FELOIE LR D= DI
AR SUISNBOEMFEOER 2 FI AT
LA, AR T — & LA OB F N 4
e LT, ZHDOT AT AROHBEICE LT
F oy oMY AR FEILE AT L2 & 5 g il
DI+ FEMEMFHEA L TWD Z & 2D
RITFNIER B, (A45IE)D A46 THE )

A45. NEROBEPIFE BN FEFT O BECH MR E
GEFEE 2 ET,) THIGAITIE, MEEHE
WERBESWMEEE 1 5L L =B R FETT O M
BEHOTE L TR, —J7. WEOHFEMFE
DRy NT—7 « 77— LA EECEMEER G
HEEEET,) THIHENH | BEEFEIIT
Fw RU—7 « 77— A LIEONEEIO FHE
LOFfaTTH L n1d 5,
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and may therefore be subject to relevant ethical
requirements, including those pertaining to
independence, and other  professional
requirements, as determined by that law or
regulation.

((2) FEMROEHOER)

((2) EMROEHOER) (5 36 HSHE)

(ISAE 3000)
30. The practitioner should be involved in the
engagement and understand the work for
which an expert is used, to an extent that is
sufficient to enable the practitioner to accept
responsibility for the conclusion on the
subject matter information. = - -

{ISAE 3000)
30. - - - The practitioner considers the extent to
which it is reasonable to use the work of an
expert in forming the practitioner’s conclusion.

{ISAE 3000)
31. The practitioner is not expected to possess
the same specialized knowledge and skills as the
expert. The practitioner has however, sufficient
skill and knowledge to:
(a) Define the objectives of the assigned work
and how this work relates to the objective of the
engagement;
(b) Consider the reasonableness of the
assumptions, methods and source data used by
the expert; and
(c) Consider the reasonableness of the expert’s
findings in relation to the engagement
circumstances and the practitioner’s conclusion.

36. ZIESMEAEANT. KUATIERICH LELE
AITENTED LY, EMENETLFESE%E
B U2 T e, (A47 NS A48 TES
&)

AT, ZRESAEEA NIL, HMAENEM T 5 EE 2B
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(2) HEMENFAT HHHE. FEEROT —XOH
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() FFRDEHOTM)

(@) EMROEHOM) (5537 EHSHE)

{ISAE 3000)
32. The practitioner should obtain sufficient
appropriate evidence that the expert’s work
is adequate for the purposes of the assurance
engagement.

{ISAE 3000)
32. = + +In assessing the sufficiency and
appropriateness of the evidence provided by the
expert, the practitioner evaluates:
(@) The professional competence, including
experience, and objectivity of
the expert;
(b) The reasonableness of the assumptions,
methods and source data used by the expert; and
(c) The reasonableness and significance of the
expert’s findings in relation to the circumstances
of the engagement and the practitioner’s
conclusion.

37. ZREEMEEE NI, EMENFEM LI EB 0 MR
AFEEBOHICES LTETHD &) +on
O R EHLAE AT LT ISR B, (A49 1H
)

A9, ZRESHEA NI, EMFOEBN L1 H36E
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The Work of an Internal Audit Functions

(9. WAHEZEDHM)

¢ This ISAE does not deal with instances when
individual internal auditors provide direct
assistance to the service auditor in carrying out
audit procedures.

Obtaining an Understanding of the Internal
Audit Function

The Work of an Internal Audit Function

Obtaining an Understanding of the Internal
Audit Function (Ref: Para. 30)

(1) RNEBEEMAEDEMR)

(13. AMBEEADIEX)

(1) NEEEMEDER) (BB ESBR)

30. If the service organization has an internal
audit function, the service auditor shall obtain
an understanding of the nature of the
responsibilities of the internal audit function
and of the activities performed in order to
determine whether the internal audit function
is likely to be relevant to the engagement.
(Ref: Para. A37)

A37. An internal audit function may be
responsible for providing analyses,
evaluations, assurances, recommendations,
and other information to management and
those charged with governance.

An internal audit function at a service
organization may perform activities related to
the service organization’s own system of
internal control, or activities related to the
services and systems, including controls, that
the service organization is providing to user

38. ZEESAHEEAE NI, ZRESAINE AR EE
BT 58%6. NBEERENZIESLEAE N OR
RESEFS B B AREMEDN B B E D T B
72, NIEEAHERE O BT K OVER§ 2I5E DM
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entities.

Determining Whether and to What Extent to Use
the Work of the Internal Auditors

Determining Whether and to What Extent to Use
the Work of the Internal Auditors (Ref: Para.
33)

() NBEEDOFIAOAETRVEDFADEED
FIHT)

(2 AHBEZEOHADAETRVEDOFIADEED
¥ (£ 41 I/SHE)

31. The service auditor shall determine:

(a) Whether the work of the internal auditors
is likely to be adequate for purposes of the
engagement; and

(b) If so, the planned effect of the work of
the internal auditors on the nature, timing
or extent of the service auditor’s
procedures.

39. ZFESAEEAENIL, LT OFHEAZ M LT
[ECASY AN
(1) NEEEE NDOEENRZFERMEE NORGEE
BOBRNCES L CHEgNnE 20,
(2) WNHEREEE N OEEN @Y G/ 11X, N
BANDOIEENZIEREE NO TR OfE, R
WO IFEPH I T LIS D 50

32. In determining whether the work of the
internal auditors is likely to be adequate for
purposes of the engagement, the service
auditor shall evaluate:

(a) The objectivity of the internal audit
function;

(b) The technical competence of the internal
auditors;

(c) Whether the work of the internal auditors
is likely to be carried out with due
professional care; and

(d) Whether there is likely to be effective
communication between the internal
auditors and the service auditor.

40. WNIEEEAE N DOIEENZ e EEA N ORFFED
DOBEMICHS L CHEyNE > a2 512472
V. ZRERHEA NTLLT OFHEAFHL L7z i
B SRR
(1) NEBEARERE D KB
(2) WITEEA N DEEFIIEE /)

(3) WHHEEAE AN E L CEYSRIEEEZLWD
VEEZFTRT H0E 5 D,

(4) NEEEEAN L ZttEEAN L OB TH 2
A a=f—valRnENDINE DD,

33. In determining the planned effect of the
work of the internal auditors on the nature,
timing or extent of the service auditor’s
procedures, the service auditor shall consider:
(Ref: Para. A38)

(a) The nature and scope of specific work
performed, or to be performed, by the
internal auditors;

(b) The significance of that work to the
service auditor’s conclusions; and

(c) The degree of subjectivity involved in the
evaluation of the evidence gathered in
support of those conclusions.

A38. In determining the planned effect of the
work of the internal auditors on the nature,
timing or extent of the service auditor’s
procedures, the following factors may suggest
the need for different or less extensive
procedures than would otherwise be the case:
= The nature and scope of specific work
performed, or to be performed, by the
internal auditors is quite limited.

= The work of the internal auditors relates to
controls that are less significant to the
service auditor’s conclusions.

= The work performed, or to be performed,
by the internal auditors does not require
subjective or complex judgments.

41. NEHEE NDOEENZRESHERE N O FHDOR
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WD, ZHASHEENIUTOEELZEE LA
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Using the Work of the Internal Audit Function

Using the Work of the Internal Audit Function
(Ref: Para. 34)

(Q) NBEZADFEDIEEDFIA)

(@) AMEBEAOBEEDEXOFA) (5 42 FS
®)

34. In order for the service auditor to use
specific work of the internal auditors, the
service auditor shall evaluate and perform
procedures on that work to determine its
adequacy for the service auditor’s purposes.
(Ref: Para. A39)

A39. The nature, timing and extent of the
service auditor’s procedures on specific work
of the internal auditors will depend on the
service auditor’s assessment of the
significance of that work to the service
auditor’s conclusions (for example, the
significance of the risks that the controls
tested seek to mitigate), the evaluation of the
internal audit function and the evaluation of
the specific work of the internal auditors
Such procedures may include:
= Examination of items already examined by

the internal auditors;
» Examination of other similar items; and

= Observation of procedures performed by
the internal auditors.
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35. To determine the adequacy of specific work
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performed by the internal auditors for the
service auditor’s purposes, the service auditor
shall evaluate whether:
(a) The work was performed by internal
auditors having adequate technical training

FESAEEE A O BAICIR S LT E 5 Halir

T HI-OIT, ZFERAEEA NIILLUT OFH A RN

LT 570,

(D) MEIEEN, +oREMOTHEZ 2, BB
AL TWDHNEEEA NI X - TEES =0

and proficiency; £
(b) The work was properly supervised, (2) MELEN BB, &, XENENT-
reviewed and documented; NE DD,

(c) Adequate evidence has been obtained to
enable the internal auditors to draw
reasonable conclusions;

(d) Conclusions reached are appropriate in
the circumstances and any reports
prepared by the internal auditors are
consistent with the results of the work
performed; and

(e) Exceptions relevant to the engagement or
unusual matters disclosed by the internal
auditors are properly resolved.

(3) WREEA NG BRI 2R i 2 15 2 DIZ+50 72
REMLA AT U720 E D 0,

(4) Bl L7zfmma 2 ORWITIE L THEITH S
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(B DR FE (@ TRV EEEET,)
PEENFR S TNDDE I D,

Effect on the Service Auditor’s Assurance
Report

Effect on the Service Auditor’s Assurance
Report (Ref: Para. 36-37)

() ZRALHEEAORIBERICRITTRE)

() ZRLHEEAORIERERICRIFTEE)
(FHMEHIF S EER)

36. If the work of the internal audit function has
been used, the service auditor shall make no
reference to that work in the section of the
service auditor’s assurance report that

A40. Irrespective of the degree of autonomy and
objectivity of the internal audit function, such
function is not independent of the service
organization as is required of the service

44, ZFESMAEANL, NEEAHEZFIH LS
BT, ZRESHEEENORIEREEDE LRSI
BWT, WHEAEADIEEICEL TE AL Tdk
57, (AB3 THEMR)

AB3. WEEEREREICIE, £ 0 B EMR OFBIMEDOR
B2 6%, TRt tEA N DRI 2 %
M3 2SR O BILD &9 RZFER D b OMSE
PEER, ZRESHEEANL, ZFERtEEAD

contains the service auditor’s opinion. (Ref:
Para. A40)

auditor when performing the engagement.
The service auditor has sole responsibility for
the opinion expressed in the service auditor’s
assurance report, and that responsibility is not
reduced by the service auditor’s use of the
work of the internal auditors.

PRAEHREEFE TR L CERICHEMTEEZR O b
DTHY, TOEMIT, NEHEENOIEEZFIH
L7z LTHEEIND DO TIERY,

37. In the case of a type 2 report, if the work of
the internal audit function has been used in
performing tests of controls, that part of the
service auditor’s assurance report that
describes the service auditor’s tests of
controls and the results thereof shall include a

A41. The service auditor’s description of work
performed by the internal audit function may
be presented in a number of ways, for
example:

* By including introductory material to the
description of tests of controls indicating

45. ZA 72 DHEEBITRB W, EAT TR O E
FMEIZEE L TN EEE NDEEEZFIH LA
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KOEOFREROFIARIZ, WA N DIEE KR DY
ZVERICE U Ot B A IEHE L 7= Tl
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description of the internal auditor’s work and that certain work of the internal audit ) 8531 0 32 FA 3T AT T2 0 R84y TE R E D
of the service auditor’s procedures with function was used in performing tests of #Ht 5.
respect to that work. (Ref: Para. A41) controls.
= Attribution of individual tests to internal
audit.
Written Representations Written Representations (Ref: Para. 38 and | (10. #E&wER) (14, BEEHEER) (F46HRUE 8 IESE) ZAESHORER L IBRE

40)

38. The service auditor shall request the service | A42. The written representations required by 46. ZRERMEENIT, ittt (—FROGE . | ABS. 5§ 46 IHTER SN 2R EEMREIL, 81 | 30. ZittEENL, REELRINTD

organization to provide written paragraph 38 are separate from, and in Bttt aEie,) 12, UTOHREIZ OV TR (10) TEZ SN TV DL MERE & ITRIEIC IZH72 ) RICHBT 2 FEEMP TR SN
representations: (Ref: Para. A42) addition to, the service organization’s LI-REBEHRELRET 2 L ICEF LT BILTERINDEZBDOTHS, ERELZHELOREZ NS ATT
(a) That reaffirm the assertion accompanying assertion, as defined at paragraph 9(0). X722 5720, (Ab5 IHB) e

the description of the system; (1) v 27 JZEAT 2R EFICIRA T 525 Eatt .
(b) That it has provided the service auditor HAFTEETHDE

with all relevant information and access (2) RAEEBEWETHE LB (58 131H(2)
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auditor any of the following of which it is =l
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deviations attributable to the service
organization that may affect one or
more user entities;

(ii) Design deficiencies in controls;
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(iii) Instances where controls have not
operated as described; and

(iv) Any events subsequent to the period
covered by the service organization’s
description of its system up to the date
of the service auditor’s assurance report
that could have a significant effect on
the service auditor’s assurance report.

TR
@ ZEHEHOT AT AT DR EN R
LT LEMER TR OB AN, 32
FESMEE AORIEREEDO A ETOM
WZHE L, ZEESID Y AT N EBE
ERIFTHREMOH BT X TOFESE

DOFEIF I Z TR O FEIEDOFLH & K
D5,
MBS (TR D FEE O N LRI 23
BNCER ST LT, #ill
NAFITER TE TR & RREE
DR L TWDHHEEIT, ZitathiE
AT LE ORI E TN THE L

=

10 Paragraph 13(b)(v) of this ISAE.

39. The written representations shall be in the
form of a representation letter addressed to
the service auditor.

The date of the written representations shall
be as near as practicable to, but not after, the
date of the service auditor’s assurance report.

47, WEEEREL, ZERtEEANEHEELETD
FR TR TR b, REEHEEDO AT,
ZRERMERANORIEREEDO AMF LV &ETH-
T 69, @, RIEREED AL F—DH
fre94 %,

40. If, having discussed the matter with the
service auditor, the service organization does
not provide one or more of the written
representations requested in accordance with
paragraph 38(a) and (b) of this ISAE, the
service auditor shall disclaim an opinion.
(Ref: Para. A43)

A43. If the service organization does not
provide the written representations requested
in accordance with paragraph 38(c) of this
ISAE, it may be appropriate for the service
auditor’s opinion to be modified in
accordance with paragraph 55(d) of this
ISAE.

48. TSI ARAERHOE 46 (D) KRV
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Other Information

Other Information (Ref: Para. 42)

(11. ZDHDEHAS)

(15. ZDhDEHEAR) (¥ 50 HSEK)

41. The service auditor shall read the other
information, if any, included in a document
containing the service organization’s
description of its system and the service
auditor’s assurance report, to identify material
inconsistencies, if any, with that description.
While reading the other information for the
purpose of identifying material
inconsistencies, the service auditor may
become aware of an apparent misstatement of
fact in that other information.

49. ZFESMAEANL, ZHESEOT AT AT
LR ER OSSR NORIEREEE2 &
LEIZEFDMOFTEHENENEENIHE., VAT
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42. If the service auditor becomes aware of a
material inconsistency or an apparent
misstatement of fact in the other information,
the service auditor shall discuss the matter
with the service organization.

If the service auditor concludes that there is a
material inconsistency or a misstatement of
fact in the other information that the service
organization refuses to correct, the service
auditor shall take further appropriate action.
(Ref: Para. A44-A45)

Ad44. The IFAC Code requires that a service
auditor not be associated with information
where the service auditor believes that the
information:

(a) Contains a materially false or misleading
statement;
(b) Contains statements or information
furnished recklessly; or
(c) Omits or obscures information required to
be included where such omission or
obscurity would be misleading.is
If other information included in a document
containing the service organization’s
description of its system and the service
auditor’s assurance report contains
future-oriented information such as recovery
or contingency plans, or plans for
modifications to the system that will address
deviations identified in the service auditor’s
assurance report, or claims of a promotional
nature that cannot be reasonably
substantiated, the service auditor may request
that information be removed or restated.
15 IESBA Code, paragraph 110.2.

A45. If the service organization refuses to
remove or restate the other information,
further actions that may be appropriate
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include, for example:

= Requesting the service organization to

consult with its legal counsel as to the

appropriate course of action.

Describing the material inconsistency or

material misstatement of fact in the

assurance report.

* Withholding the assurance report until the
matter is resolved.

= Withdrawing from the engagement.

B 22 R IS DV TR S SRR D K
A thicEE T Ak
© EEMEIEELFEOEBLRONE
ERGEREEICRRSET o2&
- PEDMRERT 5 £ TRIERE EZRIT L2V
ek

RAEEG R 2 RIS 5 2 &

Subsequent Events

(12. #REER)

43. The service auditor shall inquire whether the
service organization is aware of any events
subsequent to the period covered by the
service organization’s description of its
system up to the date of the service auditor’s
assurance report that could have a significant
effect on the service auditor’s assurance
report.

If the service auditor is aware of such an
event, and information about that event is not
disclosed by the service organization, the
service auditor shall disclose it in the service
auditor’s assurance report.

51l. ZRERMEENIL, TSSO AT AT

ZRRARE N G L9 B FEHE B I SR O Bk
HDOE A D62 NORGEREED B A
FETOMIC, ZRESIEREICEERPEL LT
TAREMED B 2 FHITZ RN R W e E D
PER L2 TR 5780,

T2, ZIEASHER AT, ToWE RO EE
WHEH AT 1T H AT 2 DREEOFFAH IR
a5 2 NE T HIORT D EBNE
EEBZONDHAREIE RGO IOV TERM
L. SRR Y BERIZZB TN T DR, X4
HIEHE AT AT AR EICRB W TR L
TRWGA . i AERE NORIEREECHRL
R IER B0,

44, The service auditor has no obligation to
perform any procedures regarding the
description of the service organization’s
system, or the suitability of design or
operating effectiveness of controls, after the
date of the service auditor’s assurance report.

52. SZRERMEEANIT, ZRESEEA A ORIEHR L

EOHAMOB AL, ZHEREO VAT AT
LRtk NIRRT A v OREIE X FE AR
MOAPEICE L T, W 7R3 Tz Eind 5%
BHAbR,

Documentation

Documentation (Ref: Para. 51)

{13. &)

16. EA#) (5 58 HSR)

45. The service auditor shall prepare
documentation that is sufficient to enable an
experienced service auditor, having no
previous connection with the engagement, to
understand:

(a) The nature, timing, and extent of the
procedures performed to comply with this
ISAE and applicable legal and regulatory
requirements;

(b) The results of the procedures performed,
and the evidence obtained; and

(c) Significant matters arising during the
engagement, and the conclusions reached
thereon and significant professional
judgments made in reaching those
conclusions.

53. ZEttEEANT, RBREELZFAERHEEAN

A, DAATIC Y RAEERBICEE LT &b

TOFEREZBRETEDH LI, FAEERER LR

N7 H 70,

(1) AIE#t RO A S A ESSICHERL L CHESE
U7z Floe OFREA, R S OV

(2) Ffez £t L= fER KR OAT LIZFEL

(3) IRFEEZ DM TEU-EELRFIE, TOMK
M OV ORI SNTEIBENEMZFE & LT
Evivae i

46. In documenting the nature, timing and
extent of procedures performed, the service
auditor shall record:

(a) The identifying characteristics of the
specific items or matters being tested;
(b) Who performed the work and the date

such work was completed; and
(c) Who reviewed the work performed and
the date and extent of such review.

54. ZFRESHEEEA AT, i Lo FheOREH, R

K OEPH O CEICBWN T, LT OEE 206 L

IRTF R B 7w,

(1) 1AM T4 4 F20E U 7218 B U35 2551
5 720 DR

(2) FHiaE L-HFELOETDOET H

(3) &% L&, &M HROEBROXE

47. If the service auditor uses specific work of
the internal auditors, the service auditor shall
document the conclusions reached regarding

55. ZRERALEA AL, WEEAANOREDOIEEZE

MM 256 WEREER A O/EZRE O G O FF Al
B 2 fam R OV L 7 e e gl I Rid L e
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the evaluation of the adequacy of the work of TR B0,
the internal auditors, and the procedures
performed by the service auditor on that
work.

48. The service auditor shall document 56. SRR ENIL. ZESHROZOMOE &
discussions of significant matters with the BEELFHIZOWTH®ER LEHGEICIE, EERH
service organization and others including the HOWNE, Wz Lz B KOO T %
nature of the significant matters discussed and IZOW T LT 72 H e,
when and with whom the discussions took
place.

49. If the service auditor has identified 57. ZRESMEEE NI, HERFHICET D5
information that is inconsistent with the TERCT HERICBW T, FE LB RE R L7
service auditor’s final conclusion regarding a LEICE, SRESHEREANEDOL I IZEOTE
significant matter, the service auditor shall L2 Is LIz W T, XEL LR T
document how the service auditor addressed ERA SR AN
the inconsistency.

50. The service auditor shall assemble the A46. I1SQC 1 (or national requirements that are | 58. SZFttHEEAR AL, SEESMHEAEANORIERE | A9, WEEHAEZBSWME N 1 55 44 HTIE,
documentation in an engagement file and at least as demanding) requires firms to THE, EERHIRNIZ, 257 7 A MB8T5 EEFEHINC, BE Y 7 AV ORAEH 725 1B
complete the administrative process of establish policies and procedures for the HELEH L, 27 7 A VORI IEIIZ S THHHKEOFREEDDHZ L EFTRLTND,
assembling the final engagement file on a timely completion of the assembly of WTCOHEBHRIEELT T LRTHIER B0, FIEEIC, (RAEEE 7 7 A L OBKE R B &2 52T
timely basis after the date of the service engagement files.us (A59 IHER) TAHWIRIL, ZRESAHEEAOREED HAFD 6,
auditor’s assurance report.u An appropriate time limit within which to WE 60 HLAWNE 22D, (WEEHEERBSWRE

complete the assembly of the final FHH 150 A9 HK T A0 FHS M)

u International Standard on Quality Control engagement file is ordinarily not more than

(ISQC) 1, paragraphs A54-A55, provide further 60 days after the date of the service auditor’s

guidance. report..z

16 1SQC 1, paragraph 45.
171SQC 1, paragraph A5

51. After the assembly of the final engagement 59. ZRERIEEAENIL., EB T 7 A VORI IIE
file has been completed, the service auditor HRET Lctk, TORAHMNET T 5E T,
shall not delete or discard documentation W LFETH > T, HIBRIUIFERE L Tid2e
before the end of its retention period. (Ref: 57200,

Para. A46)

52. If the service auditor finds it necessary to 60. ¥EB7 7 A NOEMKIZEENTET LT,
modify existing engagement documentation BEAE DIRE OB IE UL 7= e i OB 22 &
or add new documentation after the assembly oo HE X, ZDOEERBIMONEIT D
of the final engagement file has been LF, ZESHEANT, UTOFHEELEL
completed and that documentation does not RN B0,
affect the service auditor’s report, the service (D) EESULBMD I & 72 o 7o BARBIBEL
auditor shall, regardless of the nature of the (2) 1B EXIXBIN % 326 L 7= K OV B 3 DN
modifications or additions, document: FNHEAN LI E L OER A

(a) The specific reasons for making them;
and
(b) When and by whom they were made and
reviewed.
Preparing the Service Auditor’s Assurance (14. SRLHUETEAORIIRERDER) ZHAHEEAOHEE

Report

ISAE 3000)
45, The practitioner should conclude whether
sufficient appropriate evidence has
been obtained to support the conclusion
expressed in the assurance report.

61. TRIEMEEMERICY Y | TSR N,
FHTAERZEMNT A0, Tohowtlis
FEBLY ATFE I NI E N E AT T T it b
AN

{ISAE 3000)
46. The assurance report should be in writing
and should contain a clear expression of the
practitioner’s conclusion about the subject
matter information.

62. RiFMEZEIICETIER L., SZiERHEEAD
BEREZARIORT O TRITIUIZR S0,

Content of the Service Auditor’s Assurance

Preparing the Service Auditor’s Assurance
Report

Content of the Service Auditor’s Assurance

() FREHEEANORIAHEEDNEHEHNE)

(17. FRSHEEAORIHBEROIEMR)

() ZRSHEEADRIABEENELHANE) (B
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Report

Report (Ref: Para. 53)

63 THSHR)

53. The service auditor’s assurance report shall
include the following basic elements: (Ref:
Para. A47)

(a) Actitle that clearly indicates the report is
an independent service auditor’s assurance
report.

(b) An addressee.

(c) Identification of:

(i) The service organization’s description
of its system, and the service
organization’s assertion, which includes
the matters described in paragraph
9(k)(ii) for a type 2 report, or paragraph
9(j)(ii) for a type 1 report.

(ii) Those parts of the service
organization’s description of its system,
if any, that are not covered by the
service auditor’s opinion.

(iii) If the description refers to the need for
complementary user entity controls, a
statement that the service auditor has
not evaluated the suitability of design or
operating effectiveness of
complementary user entity controls, and
that the control objectives stated in the
service organization’s description of its
system can be achieved only if
complementary user entity controls are
suitably designed or operating
effectively, along with the controls at
the service organization.

(iv) If services are performed by a
subservice organization, the nature of
activities performed by the subservice
organization as described in the service
organization’s description of its system
and whether the inclusive method or the
carve-out method has been used in
relation to them.

Where the carve-out method has been
used, a statement that the service
organization’s description of its system
excludes the control objectives and
related controls at relevant subservice
organizations, and that the service
auditor’s procedures do not extend to
controls at the subservice organization.
Where the inclusive method has been
used, a statement that the service
organization’s description of its system
includes control objectives and related
controls at the subservice organization,
and that the service auditor’s procedures
extended to controls at the subservice
organization.

(d) Identification of the criteria, and the
party specifying the control objectives.

A47. lllustrative examples of service auditors’
assurance reports and related service
organizations’ assertions are contained in
Appendices 1 and 2.

Intended Users and Purposes of the Service

63. ZILDEE ANOEIEREZIZIL, LLFoREAR
B EIHEZ DRI 5720, (A0 THER)

(1) 32 L7 Z RS HEAENORIEREETH D
Z L EWRIOR RS

(2) 585t
3) LLFIZ oW T ORE

O ZHOvRTF ACETIEBRER )
ZERERE, X172 DREEOHEIC
1326 8 TH (15) QIZREF SN TV A HFIHE, &A1
71 OREEOHAITILE 8 H (14) @7
WEN TV DL FENZIESMHEREICS E
ns,

RO AT AMIETAERED S

B, ZAESHER NOBE ROISTRVERSS
SR S F S ORI 72 N ERHTE I 23
METH D Z ENFLH SN TWDHESE, &5t
DALEE AR N IX R FER AL O AR 72 PN R
DT VA v O YIECE RO F DA
P L TWRWE, KDY, ZREStONEH
I 2 T RSO 72 N ERHEH 23
WHNZT A v ENTW5D, UTHENGER
SNTVDEGAIZDHR, ZRESED T AT A
W B89 2 Rl FH I FL A S Ao KE il B B8
DR N R=1
@ WFERSAPEEZFEHRL TWDHIHEE, &

FERAD VAT M T SRR EICFLE S

NTWAEZESENERML TWAHEBED

WELOBIRNOFK (—EHFRUIERIN T

R) W7 UFA

7. BAEROGE, ZRERO T AT AT
B9 250k E s b B 5 sttt o
w8 B K OVBEE 3 2 PN il 23 BR AL <
NTVHE, KOSt EE NITHSqt
S ONEFEHNC SOV T Fhi & £ L T
[/\focl,\‘é‘

4. —EHFROEGAE, LSOV AT AT
B9 2Rl FHZ e O FH B /Y &
VBET Z2NEERINEENTWDEE, &
OZHESHER MIFEZ 2o NEH
x4 2 FmaEmLTVWDHE

)
®

(4) Bl ROWHIBZfE Lz (72720,
ZREREBEE L TV LG EIRLHE AR T
%)

ABO. fHiE 1 &% 2 13, Rttt L O F#F &
OZ S HEEE NORFEHREEDO HIZ R LT
)_:)O

(2 ZREHEZAORIABEEOEEFNAT L

21.

POHBHLH OREARIR DL S FIIE, kD
FIHAZTHT D,

22. PRI O R M OSE AR PR S E
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20

C E, REIIEFEROM PR RE
HEIZHMTHZLE2ANELTWVWD T
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(e) A statement that the report and, in the
case of a type 2 report, the description of
tests of controls are intended only for user
entities and their auditors, who have a
sufficient understanding to consider it,
along with other information including
information about controls operated by
user entities themselves, when assessing
the risks of material misstatements of user
entities’ financial statements. (Ref: Para.
A48)

(f) A statement that the service organization

is responsible for:

(i) Preparing the description of its system,
and the accompanying assertion,
including the completeness, accuracy
and method of presentation of that
description and that assertion;

(ii) Providing the services covered by the
service organization’s description of its
system;

(iii) Stating the control objectives (where
not identified by law or regulation, or
another party, for example, a user group
or a professional body); and

(iv) Designing and implementing controls
to achieve the control objectives stated
in the service organization’s description
of its system.

(9) A statement that the service auditor’s

responsibility is to express an opinion on

the service organization’s description, on
the design of controls related to the control
objectives stated in that description and, in
the case of a type 2 report, on the
operating effectiveness of those controls,
based on the service auditor’s procedures.

(h) A statement that the engagement was

performed in accordance with ISAE 3402,

“Assurance Reports on Controls at a

Service Organization,” which requires that

the service auditor comply with ethical

requirements and plan and perform
procedures to obtain reasonable assurance
about whether, in all material respects, the
service organization’s description of its
system is fairly presented and the controls

are suitably designed and, in the case of a

type 2 report, are operating effectively.

(i) A summary of the service auditor’s

procedures to obtain reasonable assurance

and a statement of the service auditor’s
belief that the evidence obtained is

sufficient and appropriate to provide a

basis for the service auditor’s opinion,

and, in the case of a type 1 report, a

Auditor’s Assurance Report (Ref: Para. 53(e))

A48. The criteria used for engagements to report
on controls at a service organization are
relevant only for the purposes of providing
information about the service organization’s
system, including controls, to those who have
an understanding of how the system has been
used for financial reporting by user entities.
Accordingly this is stated in the service
auditor’s assurance report.

In addition, the service auditor may consider
it appropriate to include wording that
specifically restricts distribution of the
assurance report other than to intended users,
its use by others, or its use for other purposes.

(6) RIEMEZTR T A 7 2 DREFEDLE DR
MR FREOFRERIE, FMAH L LT, Rttt
ROEARHMEEANOHREZHMELTVDE, £
7o, ZRERMEANT, MB#ERIRLEER
BAERTRY A7 OFMICBWT, Hitstha
PIEMT 2 NEENIC BT S R E g it o
OFR L IRIT, BHE AT LT 570
D+ BfEEH LT\ Z ERBEI T
55 (61 HZH)

6) ZFERENUTICHT IETLEZATLHE

O ZHL2HEOVRAT ACHETIEEERD
R EICIRAT S B 2t SRR E O MRk
(Fuilk & & ZREStMEREOMABRE, Eret:
KORRTEEET,)

®@ ZEEHOT AT AT DR E N Kt
BT DHEBORM

© ol R OFEH (Bl B A ES % CRE
ENTWABEAXImDE FlziX, Fits
FESETIE 9 2 S AR SUTE PR ) 1 &
STHEENTWIHEAZRL,)

@ ZEEEtoL 2T AT LEEREICK
WEINZHHEHOZERT 72D 0N
HOT A & ¥EBE~DOMHEA

(1) ZRttEENOFEMIL, ZitattEAE AN
FEh L7 TR SV, ZitatoiiitE,
RO N L X N 7R B RO B 2 NERRE
HOTFVA v RO, A7 2 DEEEOLE,
WEEINESHE ] OFE IRk L TR R A RF Y
HZlilhrE

(8) AIEHHHEILL TEBAFIEM LT, KO,
RIS A, ZAESEE AL, TXTOEER
BB WT, ZHEStHo Y AT AT Ak
ERBEEICRRIINLTODNE D 2. NERET]
DN T A o ENTHDENE I, Tz,
AT 2DOWREEDLE . WEHHHIAEINE
JAENTWBENE D MO TEE R EE %
AT Hmeitm LET D EE2RKDT
AYY=1

(9) BHREFEEE DO DZEREEREAD
FREDOEK), ZAERIER AN E RRIF O L
R DO IR A ST &I LT
HE. KO, 2471 OREEOESE., ZHS
FEEEES AU, ST oo LRI o A M I B
THFRREZERLTELT, LEEA-T, Th
T 2BERERPALZ2NE

Br) (5 631 (D) SHW)

A6Ll. ZFEEAEO NIRRT 2 MAEEB I &

NOMMEL, ZFREREDO VAT AN, Bttt
Ko TED XS ITMBWEITHEH S TN D
IR L TWDEITR LT, N & &M%
AT DT Dl T 5 B OB S
T5, LIEehoT, ZOEN, ZitHEEAD
TRAEHREFICRE#H SN D,

SbiT, ZRERMEEANL, MEFME LS~
OPRGER S FH OB, BEFMAELUAOHEM, X
(3> BT O 2 PREICHIR T 2 KR 2T 0
HTENHEIEEZDZEDNDD,

21. (4) F AR

22. (4) TSR

27, ZAESAEAE AN OWEEIL, W,
et ZFASHEAOEASHER A D
BB HZ L ZAAE LTHERS
N5, ZoOkH, ZNALOWEEITEN
Tk, ORI MICBET 2 HIR Ak

%

=

21. (1) ZEhE L7= T O

22. (1) 3 L7= FHe o=




3402

ISAE [Requirement etc]

[Application etc]

Ei5iEs [ERFEF]

LE st

FRRITOEERBIEH

statement that the service auditor has not
performed any procedures regarding the
operating effectiveness of controls and
therefore no opinion is expressed thereon.

(i) A statement of the limitations of controls
and, in the case of a type 2 report, of the
risk of projecting to future periods any
evaluation of the operating effectiveness
of controls.

(k) The service auditor’s opinion, expressed
in the positive form, on whether, in all
material respects, based on suitable
criteria:

(i) In the case of a type 2 report:

a. The description fairly presents the
service organization’s system that had
been designed and implemented
throughout the specified period;

b. The controls related to the control
objectives stated in the service
organization’s description of its system
were suitably designed throughout the
specified period; and

c. The controls tested, which were those
necessary to provide reasonable
assurance that the control objectives
stated in the description were
achieved, operated effectively
throughout the specified period.

(ii) In the case of a type 1 report:

a. The description fairly presents the
service organization’s system that had
been designed and implemented as at
the specified date; and

b. The controls related to the control
objectives stated in the service
organization’s description of its system
were suitably designed as at the
specified date.

(I) The date of the service auditor’s
assurance report, which shall be no earlier
than the date on which the service auditor
has obtained sufficient appropriate
evidence on which to base the opinion.

(m) The name of the service auditor, and the
location in the jurisdiction where the
service auditor practices.
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54. In the case of a type 2 report, the service
auditor’s assurance report shall include a
separate section after the opinion, or an
attachment, that describes the tests of controls
that were performed and the results of those
tests.

In describing the tests of controls, the service
auditor shall clearly state which controls were
tested, identify whether the items tested
represent all or a selection of the items in the
population, and indicate the nature of the tests
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in sufficient detail to enable user auditors to
determine the effect of such tests on their risk
assessments.

If deviations have been identified, the service
auditor shall include the extent of testing
performed that led to identification of the
deviations (including the sample size where
sampling has been used), and the number and
nature of the deviations noted.

The service auditor shall report deviations
even if, on the basis of tests performed, the
service auditor has concluded that the related
control objective was achieved. (Ref: Para.
Al8 and A49)

Description of the Tests of Controls (Ref: Para.
54)

A49. In describing the nature of the tests of
controls for a type 2 report, it assists readers
of the service auditor’s assurance report if the
service auditor includes:
= The results of all tests where deviations

have been identified, even if other controls
have been identified that allow the service
auditor to conclude that the relevant control
objective has been achieved or the control
tested has subsequently been removed from
the service organization’s description of its
system.

Information about causative factors for
identified deviations, to the extent the
service auditor has identified such factors.
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Modified Opinions

Modified Opinions (Ref: Para. 55)

(2 BAEEAER)

(4) BAFEEAER) (£ 65HSR)

55. If the service auditor concludes that: (Ref:
Para. A50-A52)

A50. Illustrative examples of elements of
modified service auditor’s assurance reports
are contained in Appendix 3.

Ab51. Even if the service auditor has expressed
an adverse opinion or disclaimed an opinion,
it may be appropriate to describe in the basis
for modification paragraph the reasons for any
other matters of which the service auditor is
aware that would have required a
modification to the opinion, and the effects
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(a) The service organization’s description
does not fairly present, in all material
respects, the system as designed and
implemented,;

(b) The controls related to the control
objectives stated in the description were
not suitably designed, in all material
respects;

(c) In the case of a type 2 report, the controls
tested, which were those necessary to
provide reasonable assurance that the
control objectives stated in the service
organization’s description of its system
were achieved, did not operate effectively,
in all material respects; or

(d) The service auditor is unable to obtain
sufficient appropriate evidence, the service
auditor’s opinion shall be modified, and
the service auditor’s assurance report shall
contain a clear description of all the
reasons for the modification.

thereof.

Ab52. When expressing a disclaimer of opinion
because of a scope limitation, it is not
ordinarily appropriate to identify the
procedures that were performed nor include
statements describing the characteristics of a
service auditor’s engagement; to do so might
overshadow the disclaimer of opinion.
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52. The practitioner should express a
qualified conclusion when the effect of a
matter is not so material or pervasive as to
require an adverse conclusion or a disclaimer
of conclusion. A qualified conclusion is
expressed as being “except for” the effects of
the matter to which the qualification relates.
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Other Communication Responsibilities

Other Communication Responsibilities (Ref:

Para. 56)
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56. If the service auditor becomes aware of
non-compliance with laws and regulations,
fraud, or uncorrected errors attributable to the
service organization that are not clearly trivial
and may affect one or more user entities, the
service auditor shall determine whether the

Ab53. Appropriate actions to respond to the
circumstances identified in paragraph 56 may

include:

= Obtaining legal advice about the

consequences of different courses of action.

= Communicating with those charged with
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matter has been communicated appropriately governance of the service organization.

to affected user entities. = Communicating with third parties (for

If the matter has not been so communicated example, a regulator) when required to do
and the service organization is unwilling to do s0.

S0, the service auditor shall take appropriate - Modifying the service auditor’s opinion, or
action. (Ref: Para. AS3) adding an Other Matter paragraph.

= Withdrawing from the engagement.
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Effective Date

(v &R

7. This ISAE is effective for service auditors’
assurance reports covering periods ending on
or after June 15, 2011.
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Appendix 1
(Ref. Para. A4T7)

(8% 1) (A60 THSHR)

Example Service Organization’s Assertions

(ZESHAHEZREDEHH)

The following examples of service organization’s assertions are for guidance only and are not
intended to be exhaustive or applicable to all situations.
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Example 1: Type 2 Service Organization’s Assertion

(BEEBI1 - 21 T2 DRASHERE)

Assertion by the Service Organization

The accompanying description has been prepared for customers who have used [the type or name
of] system and their auditors who have a sufficient understanding to consider the description,
along with other information including information about controls operated by customers
themselves, when assessing the risks of material misstatements of customers’ financial
statements.

[Entity’s name] confirms that:

(a) The accompanying description at pages [bb-cc] fairly presents [the type or name of] system for
processing customers’ transactions throughout the period [date] to [date].
The criteria used in making this assertion were that the accompanying description:
(i) Presents how the system was designed and implemented, including:

The types of services provided, including, as appropriate, classes of transactions
processed.

The procedures, within both information technology and manual systems, by which those
transactions were initiated, recorded, processed, corrected as necessary, and transferred to
the reports prepared for customers.

The related accounting records, supporting information and specific accounts that were
used to initiate, record, process and report transactions; this includes the correction of
incorrect information and how information was transferred to the reports prepared for
customers.

How the system dealt with significant events and conditions, other than transactions.

The process used to prepare reports for customers.

Relevant control objectives and controls designed to achieve those objectives.

Controls that we assumed, in the design of the system, would be implemented by user
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entities, and which, if necessary to achieve control objectives stated in the accompanying
description, are identified in the description along with the specific control objectives that
cannot be achieved by ourselves alone.

Other aspects of our control environment, risk assessment process, information system
(including the related business processes) and communication, control activities and
monitoring controls that were relevant to processing and reporting customers’ transactions.

(ii) Includes relevant details of changes to the service organization’s system during the period
[date] to [date].

(iii) Does not omit or distort information relevant to the scope of the system being described,
while acknowledging that the description is prepared to meet the common needs of a broad
range of customers and their auditors and may not, therefore, include every aspect of the
system that each individual customer may consider important in its own particular
environment.

(b) The controls related to the control objectives stated in the accompanying description were
suitably designed and operated effectively throughout the period [date] to [date].

The criteria used in making this assertion were that:

(i) The risks that threatened achievement of the control objectives stated in the description were
identified;

(ii) The identified controls would, if operated as described, provide reasonable assurance that
those risks did not prevent the stated control objectives from being achieved; and

(iif) The controls were consistently applied as designed, including that manual controls were
applied by individuals who have the appropriate competence and authority, throughout the
period [date] to [date].
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Example 2: Type 1 Service Organization’s Assertion

(BB&EBI2 : 214 T 1 DZRASHERE)

The accompanying description has been prepared for customers who have used [the type or name
of] system and their auditors who have a sufficient understanding to consider the description, along
with other information including information about controls operated by customers themselves,
when obtaining an understanding of customers’ information systems relevant to financial reporting.
[Entity’s name] confirms that:
(a) The accompanying description at pages [bb-cc] fairly presents [the type or name of] system for
processing customers’ transactions as at [date].
The criteria used in making this assertion were that the accompanying description:
(i) Presents how the system was designed and implemented, including:

The types of services provided, including, as appropriate, classes of transactions
processed.

The procedures, within both information technology and manual systems, by which those
transactions were initiated, recorded, processed, corrected as necessary, and transferred to
the reports prepared for customers.

The related accounting records, supporting information and specific accounts that were
used to initiate, record, process and report transactions; this includes the correction of
incorrect information and how information is transferred to the reports prepared customers.

How the system dealt with significant events and conditions, other than transactions.

The process used to prepare reports for customers.

Relevant control objectives and controls designed to achieve those objectives.

Controls that we assumed, in the design of the system, would be implemented by user
entities, and which, if necessary to achieve control objectives stated in the accompanying
description, are identified in the description along with the specific control objectives that
cannot be achieved by ourselves alone.
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Other aspects of our control environment, risk assessment process, information system
(including the related business processes) and communication, control activities and
monitoring controls that were relevant to processing and reporting customers’ transactions.

(ii) Does not omit or distort information relevant to the scope of the system being described,
while acknowledging that the description is prepared to meet the common needs of a broad
range of customers and their auditors and may not, therefore, include every aspect of the
system that each individual customer may consider important in its own particular
environment.

(b) The controls related to the control objectives stated in the accompanying description were
suitably designed as at [date].

The criteria used in making this assertion were that:

(i) The risks that threatened achievement of the control objectives stated in the description were
identified; and

(i) The identified controls would, if operated as described, provide reasonable assurance that those
risks did not prevent the stated control objectives from being achieved.
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(Ref. Para. A47)

(8% 2) (A60 EHSHER)

Example Service Auditor’s Assurance Reports

(RESHEEADRIREE D XH)

The following examples of reports are for guidance only and are not intended to be exhaustive or
applicable to all situations.
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Ilustration 1: Type 2 Service Auditor’s Assurance Report

(XBl1: 24T 20ZASHEETADRIEREE)

Independent Service Auditor’s Assurance Report on the Description of Controls, their Design
and Operating Effectiveness

To: XYZ Service Organization

Scope

We have been engaged to report on XYZ Service Organization’s description at pages [bb-cc] of its
[type or name of] system for processing customers’ transactions throughout the period [date] to
[date] (the description), and on the design and operation of controls related to the control
objectives stated in the description.is

XYZ Service Organization’s Responsibilitie

XYZ Service Organization is responsible for:

preparing the description and accompanying assertion at page [aa], including the completeness,
accuracy and method of presentation of the description and assertion; providing the services
covered by the description; stating the control objectives; and designing, implementing and
effectively operating controls to achieve the stated control objectives.

Service Auditor’s Responsibilities

Our responsibility is to express an opinion on XYZ Service Organization’s description and on the
design and operation of controls related to the control objectives stated in that description, based on
our procedures.

We conducted our engagement in accordance with International Standard on Assurance
Engagements 3402, “Assurance Reports on Controls at a Service Organization,” issued by the
International Auditing and Assurance Standards Board.

That standard requires that we comply with ethical requirements and plan and perform our
procedures to obtain reasonable assurance about whether, in all material respects, the description is
fairly presented and the controls are suitably designed and operating effectively.

An assurance engagement to report on the description, design and operating effectiveness of
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controls at a service organization involves performing procedures to obtain evidence about the
disclosures in the service organization’s description of its system, and the design and operating
effectiveness of controls.
The procedures selected depend on the service auditor’s judgment, including the assessment of the
risks that the description is not fairly presented, and that controls are not suitably designed or
operating effectively.
Our procedures included testing the operating effectiveness of those controls that we consider
necessary to provide reasonable assurance that the control objectives stated in the description were
achieved.
An assurance engagement of this type also includes evaluating the overall presentation of the
description, the suitability of the objectives stated therein, and the suitability of the criteria
specified by the service organization and described at page [aa].
We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for
our opinion.
Limitations of Controls at a Service Organization
XYZ Service Organization’s description is prepared to meet the common needs of a broad range of
customers and their auditors and may not, therefore, include every aspect of the system that each
individual customer may consider important in its own particular environment.
Also, because of their nature, controls at a service organization may not prevent or detect all errors
or omissions in processing or reporting transactions.
Also, the projection of any evaluation of effectiveness to future periods is subject to the risk that
controls at a service organization may become inadequate or fail.
Opinion
Our opinion has been formed on the basis of the matters outlined in this report.
The criteria we used in forming our opinion are those described at page [aa].
In our opinion, in all material respects:
(a) The description fairly presents the [the type or name of] system as designed and implemented
throughout the period from [date] to [date];
(b) The controls related to the control objectives stated in the description were suitably designed
throughout the period from [date] to [date]; and
(c) The controls tested, which were those necessary to provide reasonable assurance that the
control objectives stated in the description were achieved, operated effectively throughout the
period from [date] to [date].
Description of Tests of Controls
The specific controls tested and the nature, timing and results of those tests are listed on pages
[yy-zz].
Intended Users and Purpose
This report and the description of tests of controls on pages [yy-zz] are intended only for customers
who have used XYZ Service Organization’s [type or name of] system, and their auditors, who have
a sufficient understanding to consider it, along with other information including information about
controls operated by customers themselves, when assessing the risks of material misstatements of
customers’ financial statements.
[Service auditor’s signature]
[Date of the service auditor’s assurance report]
[Service auditor’s address]

18 If some elements of the description are not included in the scope of the engagement, this is
made clear in the assurance report.
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Ilustration 2: Type 1 Service Auditor’s Assurance Report

(XHl2 : 24T 1 DZASHEEADORIRES)

Independent Service Auditor’s Assurance Report on the Description of Controls and their
Design
To: XYZ Service Organization
Scope
We have been engaged to report on XYZ Service Organization’s description at pages [bb-cc] of its
[type or name of] system for processing customers’ transactions as at [date] (the description), and
on the design of controls related to the control objectives stated in the description.is
We did not perform any procedures regarding the operating effectiveness of controls included in the
description and, accordingly, do not express an opinion thereon.
XYZ Service Organization’s Responsibilities
XYZ Service Organization is responsible for:
preparing the description and accompanying assertion at page [aa], including the completeness,
accuracy and method of presentation of the description and the assertion; providing the services
covered by the description; stating the control objectives; and designing, implementing and
effectively operating controls to achieve the stated control objectives.
Service Auditor’s Responsibilities
Our responsibility is to express an opinion on XYZ Service Organization’s description and on the
design of controls related to the control objectives stated in that description, based on our
procedures.

We conducted our engagement in accordance with International Standard on Assurance
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Engagements 3402, “Assurance Reports on Controls at a Service Organization,” issued by the
International Auditing and Assurance Standards Board.
That standard requires that we comply with ethical requirements and plan and perform our
procedures to obtain reasonable assurance about whether, in all material respects, the description is
fairly presented and the controls are suitably designed in all material respects.
An assurance engagement to report on the description and design of controls at a service
organization involves performing procedures to obtain evidence about the disclosures in the service
organization’s description of its system, and the design of controls.
The procedures selected depend on the service auditor’s judgment, including the assessment that
the description is not fairly presented, and that controls are not suitably designed.
An assurance engagement of this type also includes evaluating the overall presentation of the
description, the suitability of the control objectives stated therein, and the suitability of the criteria
specified by the service organization and described at page [aa].
As noted above, we did not perform any procedures regarding the operating effectiveness of
controls included in the description and, accordingly, do not express an opinion thereon.
We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for
our opinion.
Limitations of Controls at a Service Organization
XYZ Service Organization’s description is prepared to meet the common needs of a broad range of
customers and their auditors and may not, therefore, include every aspect of the system that each
individual customer may consider important in its own particular environment.
Also, because of their nature, controls at a service organization may not prevent or detect all errors
or omissions in processing or reporting transactions.
Opinion
Our opinion has been formed on the basis of the matters outlined in this report.
The criteria we used in forming our opinion are those described at page [aa].

In our opinion, in all material respects:

(a) The description fairly presents the [the type or name of] system as designed and implemented

as at [date]; and
(b) The controls related to the control objectives stated in the description were suitably designed as
at [date].

Intended Users and Purpose
This report is intended only for customers who have used XYZ Service Organization’s [type or
name of] system, and their auditors, who have a sufficient understanding to consider it, along with
other information including information about controls operated by customers themselves, when
obtaining an understanding of customers’ information systems relevant to financial reporting.
[Service auditor’s signature]
[Date of the service auditor’s assurance report]

[Service auditor’s address]
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19 If some elements of the description are not included in the scope of the engagement, this is made
clear in the assurance report.

Appendix 3
(Ref. Para. A50)

(F8% 3) (A63 IHSH)

Example Modified Service Auditor’s Assurance Reports

(BRAEEAERERAT HHEDIASHEETADRAEBREE D XH)

The following examples of modified reports are for guidance only and are not intended to be
exhaustive or applicable to all situations.
They are based on the examples of reports in Appendix 2.

PLFIE, BRAVERMAE R A2 EZWT 255 Ot EE NORGEREEDOLHITH Y | fF
2 OWEZOXHNSDOEEFELOLE R LTS, Zabit, 4T L H T TR A
HTDHHLOTIE R, £, X TORPICEATED Z L EZEK L L O TR,

Ilustration 1: Qualified opinion — the service organization’s description of the system is not
fairly presented in all material respects

(Bl REER—ZASHDO AT AICEHT HEABENFECRTSIATVGENGSE)

Service Auditor’s Responsibilities

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for
our qualified opinion.

Basis for Qualified Opinion

The accompanying description states at page [mn] that XYZ Service Organization uses operator
identification numbers and passwords to prevent unauthorized access to the system.

Based on our procedures, which included inquiries of staff personnel and observation of activities,
we have determined that operator identification numbers and passwords are employed in
Applications A and B but not in Applications C and D.

Qualified Opinion

Our opinion has been formed on the basis of the matters outlined in this report.

The criteria we used in forming our opinion were those described in XYZ Service Organization’s
assertion at page [aa].

In our opinion, except for the matter described in the Basis for Qualified Opinion paragraph:
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Hlustration 2: Qualified opinion — the controls are not suitably designed to provide reasonable
assurance that the control objectives stated in the service organization’s description of its
system will be achieved if the controls operate effectively

(XHl2 : REBER—ANERFHSELIZTH A o ENTVENGEE)

Service Auditor’s Responsibilities
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We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for
our qualified opinion.

Basis for Qualified Opinion

As discussed at page [mn] of the accompanying description, from time to time XYZ Service
Organization makes changes in application programs to correct deficiencies or to enhance
capabilities.

The procedures followed in determining whether to make changes, in designing the changes and in
implementing them, do not include review and approval by authorized individuals who are
independent from those involved in making the changes.

There are also no specified requirements to test such changes or provide test results to an
authorized reviewer prior to implementing the changes.

Qualified Opinion

Our opinion has been formed on the basis of the matters outlined in this report.

The criteria we used in forming our opinion were those described in XYZ Service Organization’s
assertion at page [aa].

In our opinion, except for the matter described in the Basis for Qualified Opinion paragraph:
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llustration 3: Qualified opinion — the controls did not operate effectively throughout the
specified period (type 2 report only)

(X3 : REBR—ABHANEHEREINTOENEE (84 T20HEE))

Service Auditor’s Responsibilities

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for
our qualified opinion.

Basis for Qualified Opinion

XYZ Service Organization states in its description that it has automated controls in place to
reconcile loan payments received with the output generated.

However, as noted at page [mn] of the description, this control was not operating effectively during
the period from dd/mm/yyyy to dd/mm/yyyy due to a programming error.

This resulted in the non-achievement of the control objective “Controls provide reasonable
assurance that loan payments received are properly recorded” during the period from dd/mm/yyyy
to dd/mml/yyyy.

XYZ implemented a change to the program performing the calculation as of [date], and our tests
indicate that it was operating effectively during the period from dd/mm/yyyy to dd/mm/yyyy.
Qualified Opinion

Our opinion has been formed on the basis of the matters outlined in this report.

The criteria we used in forming our opinion were those described in XYZ Service Organization’s
assertion at page [aa].

In our opinion, except for the matter described in the Basis for Qualified Opinion paragraph:
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Ilustration 4: Qualified opinion — the service auditor is unable to obtain sufficient
appropriate evidence

(X4 - REER—ZASHEBZEAN T DB LN EAFTELRNGS)

Service Auditor’s Responsibilities

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for
our qualified opinion.

Basis for Qualified Opinion

XYZ Service Organization states in its description that it has automated controls in place to
reconcile loan payments received with the output generated.

However, electronic records of the performance of this reconciliation for the period from
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dd/mm/yyyy to dd/mm/yyyy were deleted as a result of a computer processing error, and we were
therefore unable to test the operation of this control for that period.

Consequently, we were unable to determine whether the control objective “Controls provide
reasonable assurance that loan payments received are properly recorded” operated effectively
during the period from dd/mm/yyyy to dd/mm/yyyy.

Qualified Opinion

Our opinion has been formed on the basis of the matters outlined in this report.
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The criteria we used in forming our opinion were those described in XYZ Service Organization’s

assertion at page [aa]. BEER
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not prevent the
stated control
objectives
from being
achieved; and
(c) the controls
were
consistently

applied as
designed
throughout the
specified
period.

This includes

operating
effectively.)

objectives would
not be suitable
as part of the
criteria for
forming an
opinion on either
the design or
operating

effectiveness of
controls.
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ISAE [Requirement etc]

[Application etc]
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whether
manual
controls were
applied by
individuals
who have the
appropriate
competence
and authority.

Opinion  about
suitability of
design (type 1
reports)

The suitability
of the design of
those  controls

that are
necessary to
achieve the
control

objectives stated
in the service
organization’s
description of its
system.

The controls are
suitably designed
if:

(@) the service
organization
has identified
the risks that
threaten
achievement
of the control
objectives
stated in the
description of
its system; and

(b) the controls
identified in
that
description
would, if
operated  as
described,
provide
reasonable
assurance that
those risks do
not prevent the
stated control
objectives
from being
achieved.

Meeting  these
criteria does not,
of itself, provide
any  assurance
that the related
control

objectives were
achieved

because no
assurance  has
been  obtained

about the
operation of
controls. (In

terms of the
requirements of
ISAE 3000, the
subject  matter
information for
this opinion is
the service
organization’s
assertion that
controls are
suitably
designed.)

13 The “subject matter information” is the outcome of the evaluation or measurement of the subject

matter that results from applying the criteria to the subject matter.
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