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To JICPA members 

The Japanese Institute of Certified Public Accountants 

 

 

Remote Work Series No.5 

 

Remote Meetings and the Use of Remote Meeting Tools 

 

 

Following the spread of novel coronavirus infectious disease (COVID-19), demand for new 

ways of living are growing, as well as new styles of working. 

This environment has also led to an increase in opportunities for remote work using remote 

tools that had previously been used by some companies primarily for employees working from 

home, and as a meeting format, the use of remote meetings has also become common. On the 

other hand, there is also the risk that vulnerability of information security in the remote meeting 

tools themselves, or their incorrect use, could lead to leaks of the important information of the 

engagements in areas such as audit, taxation, and consulting. 

Remote meeting tools themselves have the potential to allow certified public accountants 

(“CPAs”) to work more flexibly and efficiently, and by accurately understanding the risks 

associated with remote meetings and remote meeting tools, the probability to cause a major 

incident can be mitigated, and in the event of risks emerging, their impacts can be controlled. 

The aims of this document are  to understand the characteristics of remote meetings and using 

remote meeting tool, and then to summarize the situation primarily from the perspective of the 

risk of information leaks, so as to provide a reference that will contribute to the appropriate and 

efficient implementation of remote work by CPA offices including accounting firms(“CPA 

offices”. 

 

<<I Basic approach>> 

With companies and organizations increasingly implementing remote meetings, there has 

been a rise in requests from clients, etc. for CPA offices to respond accordingly. Given that it 

may become difficult to execute operations smoothly in cases where such requests are not 

met, and given the increased risk of infection that would result from an insistence on 

conducting only face-to-face meetings, it is desirable that organizations introduce some kind 

of remote meeting tool. 

On the other hand, compared to the face-to-face meetings that have been held before, it is 

likely that the nature of such meetings will make it more difficult to limit the locations in 

which meetings take place, and the participants, and to ensure that the extent to which 
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materials are shared is appropriate. Given that the managements of CPA offices are required 

to understand the risk of information leaks, and to implement the necessary countermeasures, 

in a timely and appropriate fashion,1 they should give due consideration to the fact that there 

are limits to the countermeasures to the risk that can be taken in relation to remote meetings 

and remote meeting tools, and decide policy accordingly. 

When hosting the meeting it is especially important that careful consideration be given to 

how to deal with the event as an organization, because this involves such duties as the 

selection of remote meeting tools, monitoring, and attendee and materials management. 

Examples of such tactics include choosing a remote meeting tool that can only be used in 

participant mode, and establishing and enforcing rules during participation in meetings. 

 

<<II Main risks associated with remote meetings and remote meeting tools>> 

Category Title/overview Explanation of risk 

Usage 

policy 

No 

rules/regulations 

for meetings and 

meeting tools 

In cases where there are no rules within the organization 

to handle new meeting formats or to determine whether 

or not the use of new meeting tools is permitted, there is 

a danger that users will deploy remote meeting tools 

without considering security issues, or not maintain 

security during meetings. 

Uncovering 

remote 

meeting-

related risks 

Risks not 

uncovered, or not 

reviewed for long 

periods of time 

Remote meeting-related risks are relatively new, and 

new risks themselves are being recognized frequently. 

Unless a PDCA cycle of extracting a list of specific 

remote meeting-related risks from a trustworthy 

organization such as Japan’s Information-technology 

Promotion Agency, evaluating them and responding to 

them is not implemented at an appropriate frequency that 

takes into account the characteristics of each risk, there 

is a danger that risk awareness will become outdated. 

Remote 

meeting 

tool-related 

risks 

Risk associated 

with contracts 

(When hosting 

meetings) 

Remote meeting tool services are provided by a variety 

of operators, but the reverse side of the ease of use 

offered by many of them is the danger of using a 

provider or vendor that is not bound by strict obligations 

with regard to confidentiality and unexpected data 

usage. 

No restrictions on 

remote meeting 

tools which can 

be used 

(For both host and 

participants) 

In cases where the remote meeting tools that can be used 

have not been designated and restrictions have not been 

applied in advance, there is a risk that users will use 

remote meeting tools without permission that have not 

been subject to a security evaluation, or that do not 

conform to the organization's rules. It should be kept in 

mind that, especially when clients specify a remote 

meeting tool that has not been used before, there may be 

cases where it is difficult to give a clear response, 

making it impossible to avoid using the tool. 

                                                   
Refer to 1IT Committee Research Report No. 4 “Guidelines for Information Security in CPA Engagements”, IV 1. 
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Operators have 

not taken 

countermeasures 

to address the 

vulnerability of 

remote meeting 

tools 

(For both host and 

participants) 

There are remote meeting tools that are not (cannot be) 

updated for a certain period of time, despite vulnerability 

having emerged. Continued uses of such remote meeting 

tools leads to a heightened risk of information leaks. 

Monitoring is not 

performed to 

check whether the 

continued use of a 

remote meeting 

tool is permitted 

(When hosting 

meetings) 

If timely or periodic checks are not made for changes in 

the service level or security condition after the use of a 

remote meeting tool has commenced, there is a 

heightened risk of remote meetings being conducted 

without an awareness that the security level is different 

from the level when the remote meeting tool first began 

to be used, leading to information leaks. 

Risk associated 

with termination 

of contract / 

suspension of use 

(For both host and 

participants) 

There is a risk that no process exist to terminate a 

contract for services that do not conform with the 

internal rules of the CPA office (audit corporation), or a 

risk that the termination of contract or suspension of 

usage cannot be communicated to users in a timely 

fashion, resulting in the continued use of a service that 

does not satisfy security levels, etc. 

Risks 

associated 

with 

implementing 

remote 

meetings 

Existence of 

unexpected 

participants 

There is a risk that unrelated individuals participate in 

the meeting as a result of the host having erroneously 

sent the meeting URL to organizations or people who 

were not originally intended to be invited, or due to the 

host or participants inadvertently sharing the meeting 

URL. 

Establishing an 

environment for 

meeting 

participation 

In cases where it is difficult for the host to confirm the 

environment in which the participant attends the 

meeting, for example, when attending a remote meeting 

from home, this can lead to the risk of meeting contents 

being leaked to others living in the same dwelling, by 

making the meeting screen visible or the sound  

audible, or the risk of information leaks via a smart 

speaker. 

Participation 

using a public 

network 

The risk of information leaks is heightened if no 

restrictions are put on the usage of unencrypted public 

Wi-Fi (such as hotel LANs, etc.) by participants. 

Unauthorized There is a risk that participants use smartphones or 

tablets to take recordings of the meeting without 
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recording/pictures 

of the meeting 

taken by 

participants 

permission from the host, or use snapshot functions to 

take pictures. 

Unauthorized 

sharing or 

dissemination of 

recordings by the 

meeting host 

In cases where the meeting is being recorded, there is a 

risk that the meeting host shares recorded data with 

persons other than the participants, without the 

participants’ authorization. There is also a risk that the 

meeting host erroneously leaks or disseminates recorded 

data. 

Risk of 

information being 

shared outside the 

meeting 

When information is shared during the meeting with 

other participants, there is a risk of the sharing of 

information that should not have been shared. For 

example, displays of the desktop or folders can show 

what kind of information is being retained, or materials 

are projected on screen by mistake, or during the sharing 

of materials a pop-up appears on screen from a chat 

application or some other source. 

 

<<III Examples of countermeasures>> 
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<<IV Useful websites>> 

1. IT Committee Research Report No. 4 “Guidelines for Information Security in CPA 

Engagements” 

https://jicpa.or.jp/specialized_field/20201028ajf.html 

 

2. Information-technology Promotion Agency (IPA) 

- Security precautions for teleworking 

https://www.ipa.go.jp/security/announce/telework.html 

 

3. Ministry of Internal Affairs and Communications 

- Ensuring security for teleworking 

https://www.soumu.go.jp/main_sosiki/cybersecurity/telework/ 

 

4. ICT Information Sharing and Analysis Center Japan 

- Reference guide for working from home safely and comfortably 

https://www.ict-isac.jp/news/news20200701.html 

 

 

https://jicpa.or.jp/specialized_field/20201028ajf.html
https://www.ipa.go.jp/security/announce/telework.html
https://www.soumu.go.jp/main_sosiki/cybersecurity/telework/
https://www.ict-isac.jp/news/news20200701.html

