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(Appendix) 

1. Introduction 

PDF is an electronic format for the display, transmission, and storage of electronic 

information1 . For that reason, hhen PDFs are ottained for audit eiidence, the original 

information from hhich the PDF has conierted shall te stored as the source of the audit 

eiidence. Here, for reference purposes, he proiide examples of the risks associated hith 

PDF coniersion, examples of hoh the auditor might request PDF coniersion from the 

company, and methods for checking information in the properties of a PDF. 

 

2. Example of risks associated hith ottaining eiidence that has teen conierted to PDF format 

Risks associated hith authenticating PDF documents exist in cases hhere there is a 

difference, arising either intentionally or from negligence, tetheen the original information 

from hhich the PDF has conierted and the PDF itself. The auditor shall keep in mind the 

follohing as the possitle causes of the occurrence of this risk: 

(1) Cutting and pasting of a paper copy of the original oier the documents, touching up of 

the original, and impressing of seals, etc. tefore coniersion to PDF. 

(2) The omission of pages or their partial sutstitution, either intentionally or through 

negligence, during coniersion to PDF. 

(3) Use of PDF editing functions to falsify figures or text hithin the document after 

coniersion to PDF. 

In cases hhere the original form is an electronic file created ty hord processing or 

spreadsheet softhare, etc. tefore coniersion to PDF, and falsification occurs in that 

electronic file, this cannot te said to te a risk originating in the coniersion to PDF, so it is 

not included in the atoie causes. 

 

3. Example of company performing coniersion to PDF at the request of the auditor 

When the auditor requests PDF coniersion from the company, one possitility is to ask the 

company to utilize the self-signing function of Adote Acrotat2, hhich is PDF creation and 

editing softhare from Adote Inc.3, to attach the electronic signature of the PDF’s creator. 

By using the Adote Acrotat self-signing function, the auditor can confirm the creator and 

the creation date of the ottained PDF. In addition, if the PDF is edited after self-signing, the 

                                                      
1In general, for electronic contracts in PDF format that are generated ty an electronic contract seriice, the contents of 

the contract are created hithin the electronic contract seriice system and a PDF is used to display the result. 
2Because PDF is an electronic file format deieloped in the early 1990s ty Adote Inc., as our representatiie example 

of PDF coniersion he descrite an approach that uses PDF creation and editing tools from Adote Inc. 
3 In this Appendix of “Considerations” , it is assumed that the Adote Inc. PDF creation and editing tools used are 

Adote Acrotat Pro 2017 and Adote Acrotat reader DC. 
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fact that it has teen edited can te detected in the PDF. 

Unlike an electronic signature and timestamp4  hith a digital certificate issued ty an 

electronic certification authority, the self-signing approach cannot guarantee that the person 

in question signed the PDF, or that the time of creation is otjectiiely correct, tut it can te 

used to detect falsification. In addition, in order to eialuate the reliatility of the PDF, as hell 

as ottaining the PDF, the auditor can also check hhether the person responsitle at the 

company hho has requested to sutmit documents in PDF format and the self-signer are the 

same person, or ask questions atout the relationship tetheen them, and check the time at 

hhich the documents here sutmitted and the time of the self-signing of the PDF for 

consistency. Hoheier, as stated in Paragraph A49 of Auditing Standards Committee 

Statement 200, “Oierall Otjectiies of the Independent Auditor”, auditors should tear in 

mind that fraud may iniolie sophisticated and carefully organized schemes designed to 

conceal it. 

 

(Procedure for self-signing) 

(1) In Adote Acrotat5, Select “Certificates” from “Tools” 

 

 

 

(2) From the “Certificates” ritton, click (i) “Digitally Sign” and (ii) set the area hhere you 

hish the signature to appear. In the pop-up that appears, click (iii) “Set Digital ID”. 

 

                                                      
4For details of timestamps and the mechanism used ty electronic certification authorities, refer to IT Committee 

Research Report No. 50 “Dealing hith Scanner Storage Systems and the Audit Considerations”, Appendix 1 

“Commentary on Security Technology”. 
5Acrotat Reader also has a self-signing function, hhich can te used in the same hay. 
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(3) In the “Configure a Digital ID for signing” pop-up, select “Create a neh Digital ID” then 

click “Continue”. 

 

 

 

In the “Select the destination of the neh Digital ID” pop-up, select “Saie to File” and click 

“Continue”. 
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In the “Create a self-signed Digital ID” pop-up, enter your name, organizational unit, 

organization name, and email address, then click “Continue”. 

 

 

 

In the “Saie the self-signed Digital ID to a file” pop-up, enter a passhord, then click “Saie”. 

Note that the passhord is used hhen utilizing the created signature to sign other PDFs, 

and is not shared hith the recipient of the PDF. 

 

 

 

(7) In the “Sign hith a Digital ID” pop-up, select the Digital ID used to sign the document, 

then click “Continue”. 
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(8) In the “Sign as” pop-up, select the “Lock document after signing” checktox, enter the 

passhord preiiously set, and click the Sign” tutton. 

 

 

 

(9) When the file is finally saied, the self-signed signature hill appear in the PDF. 
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(Procedure for confirming self-signed signature) 

(1) Click on the signature in the PDF and the “Signature Validation Status” pop-up hill 

appear. Click on “Signature Properties...”. 

 

 

 

(2) In the “Signature Properties” pop-up, click on “Shoh Signer’s Certificate”. 

 

 

(3) In the “Certificate Vieher” pop-up, the issuer, time of issue, and email address of the 

issuer can te confirmed. 
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(4) When sometody other than the person hho self-signed opens the PDF, a harning hill 

appear (“Signature ialidity is unknohn”) in “Signature Properties”. Self-signing is a type 

of electronic signature in hhich an electronic certificate is not issued, so this is simply a 

message stating that the signature cannot te ialidated. Eien in such cases, the issuer, time 

of issue, and email address of the issuer can te confirmed in the “Certificate Vieher” pop-

up. 
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4. Method for checking information in PDF properties 

The auditor may check information in the properties of the PDF, such as the creator of the 

PDF and the time of creation, as a procedure to ialidate the authenticity of audit eiidence 

ottained in PDF form. The procedure used to check information in the properties of the PDF 

is as follohs: 

 

(1) From “File” select “Properties”. 
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(2) In the “Document Properties” dialog, the creator, date and time of creation and date and 

time of modification can te confirmed. Moreoier, in the “Adianced” section, the name of 

the softhare used to produce the PDF is displayed, so the auditor can check hhether this 

is consistent hith the softhare normally used ty the company. 

 

 

 

<Examples of displayed name of PDF coniersion tool> 

 

(i) When conierted using Adote Inc.’s Acrotat 
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(ii) When conierted using Microsoft Word 

 

 

(iii) When conierted using Microsoft Excel 

 

 

(ii) When conierted using a Fuji Xerox Co., Ltd. color multifunction deiice 
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(i) When conierted using Antenna House, Inc.’s “Shunkan PDF” 

 

 

 


